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1. Introduction

Nowadays, integrated cross-border public services in the European Union is a highly discussed topic, drawing a lot of attention. The accomplishment of integrated cross-border
public services requires a high level of interoperability at all layers between the Member
States (27). The European Union provides its citizens and businesses with four freedoms
in the context of the internal market; hence the citizens and businesses of the Union
have the right to free circulation of goods, capital, services, and people within the European Single Market area (26).
The endeavor to establish a connected Europe at the level of public services is
yet not completely achieved. Despite the plethora of European initiatives, cross-border
services are still not available in most situations. Furthermore, in the majority of cases
moving or exchanging goods, services, and/or capital between the Member States involves electronic interaction with public administrations (27). However, some countries
are more digitally mature than others (5–7), adding another obstacle to the European
effort for interoperable national ICT systems.
The Digital Single Market Strategy (DSM) aims at improving the “access for consumers and businesses to digital goods and services across Europe” (22), to establish an
environment with “right conditions and a level playing field for digital networks and innovative services to flourish” (22), and to maximize the “growth potential of the digital
economy” in the Union (22).
The definitions of the term “public service” are several. According to the European Parliament, public service is “an economic activity of general interest,…” (33). Public services can be provided at a national level or/and across borders. The term integrated cross-border public services can also be found as “European services”. These services are delivered by public administrations to citizens, businesses, or other public administrations across borders (27). As mentioned earlier, a prerequisite for effective
cross-border public services is interoperability between the EU Member States.
In most cases, the means to request a service from a country, while being located in
another country is to apply for the service electronically in order to avoid procedures
that demand physical presence at a governmental service location. Online public
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services (or digital or electronic services) are defined as service provision to citizens and
businesses with the use of ICTs (47).
That makes eGovernment an inextricable part of cross-border service delivery.
eGovernment is the exploitation of ICTs for the development of upgraded public services
and for citizen and business participation in democratic government to further expand
(10). Furthermore, the performance of eGovernment within the Union is monitored and
assessed annually. These reports aim to detect the weaknesses and achievements in
eGovernment implementation by Europe’s +27 countries (7).
In general, interoperability is a term that can be found in many areas and contexts. It is defined as two or more connected systems or components that not only exchange information but also use this information (68). Interoperability is essential both
in the private and the public sector, while it is often a prerequisite in big or small organizations for them to function properly (44,68). For example, interoperability is frequently
required in companies so that different departments of the same company or other
companies can communicate and exchange information with each other. On the public
sector side, interoperable public administrations both within a country and/or across
borders are often required for seamless public service delivery.
Moreover, interoperability is defined slightly differently depending on the context in which the term is found. There are also various types of interoperability, as organizational, technical, semantic (27,68,77), conceptual (59,68), syntactic (68,77), etc.
For example, organizational interoperability is the capacity of two or more units to provide services to and accept them from other units and to use these services to assist
them to operate successfully together (77). However, the type that is the most significant for this case study is semantic interoperability, as it is the potential of two or more
systems to translate exchanged information in order to generate useful outcomes (68).
This type is key in the cross-border exchange of evidence. The European Interoperability
Framework proposes the implementation of four layers of interoperability between EU
countries for effective cross-border public services. The four layers are organizational
technical, semantic, and legal interoperability (27).
Additionally, the regulatory framework on evidence exchange became more specific a few years ago with the adoption of the Single Digital Gateway Regulation, providing the EU members with guidelines and specifications on evidence exchange through
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the once-only technical system (82). The Single Digital Gateway is a “single point of access to information, procedures and assistance services online” (28) that is meant to offer information about websites where users can request public services online and problem-solving services (28). Moreover, the Once-Only Principal allows citizens and businesses to submit various data to public administrations only once so as to receive multiple national or cross-border public services without the need of re-submitting data already provided once to a public authority (8).
Furthermore, the aim is that citizens and businesses will be authenticated
through their national electronic identification (eID) schemes when requesting a service.
More specifically, eIDs and Trust Services (electronic signatures, electronic seals, time
stamps, electronic delivery services, and website authentication) should be used as legally equivalent means of authentication as the traditional ones (23). These digital authentication solutions can be used both when requesting public services at a national
level and across borders. Moreover, the eIDAS regulation provides a regulatory framework for mutual recognition of the national IDs as authenticators by the Member States.
Thus, the need for manual validation is significantly reduced (80).
As mentioned previously, eGovernment performance in Europe is being monitored yearly. The eGovernment Benchmark report in 2020 showed that the EU’s 27+
countries’ overall eGovernment performance scored 68% in comparison to 62% in 2018.
Furthermore, the performance is evaluated through four top-level benchmarks (usercentricity, transparency, use of key enablers, cross-border mobility) in relation to eight
life events (business start-up, losing and finding a job, family life, studying, regular business operations, moving, owning and driving a car, starting a small claims procedure).
All assessed indicators were improved during the last two years. In 2020 user-centricity
scored 87% in comparison to 82% in 2018. This benchmark consists of three sub-indicators, online availability, usability, and mobile-friendliness. Transparency marked 66% in
2020 compared to 59% in 2018. The transparency benchmark consists of three sub-indicators, as well, transparency in service delivery, transparency in public organizations,
and transparency in personal data. Use of key enablers scored 61% in 2020 and 54% two
years ago, the sub-indicators are cross-border online service availability, cross-border
usability, cross-border eID use, cross-border eDocuments. And last, cross-border mobility reached 56% in 2020 compared to 52% in 2018 with four sub-indicators, eID,
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eDocuments, authentic sources, and digital post. Cross-border mobility is the lowest indicator compared to the other four benchmarks (5,7).
The Benchmark Reports have shown that cross-border mobility has been having
the lowest performance in general. This indicator is significantly interesting as it shows
also that business mobility is easier than citizen mobility (5–7). For example, in 2019
business mobility across borders scored 63%, while citizen mobility only 48% (6). These
numbers indicate that cross-border public services are not fully developed yet (6). Another factor contributing to limited cross-border service delivery appears to be the difference between leading counties (e.g., Malta, Estonia, Austria) in eGovernment and
laggards (5–7). Some countries are more technologically developed than others and
their ICT solutions are better aligned with European requirements in the eGovernment
area. For example, some countries meet the Once-Only Principle requirements to a
grater extend than others (45).
Consequently, cross-border mobility and cross-border service delivery appear to
be constrained mainly due to legal (22) and technological incompatibilities between the
countries (45). The European initiatives on integrated service delivery in the Union have
not completely solved issues as the different pace in technological development between member states or lack of semantic interoperability.
The objectives of this case study are four. The first is to find out how eGovernment is evolving in the EU and what is its current state while highlighting the weaknesses
and achievements. This research question is entirely answered in the literature review
in “Chapter 2” in the sections named “European eGovernment Initiatives” and “eGovernment Status in EU.
The second objective is to discover how common data models or common
metadata for evidence exchange between public administrations, in the context of electronic cross-border public services, could assist interoperability between EU member
states. This research question is answered partially from the literature review in “Chapter 2”, in the parts named “Interoperability in Cross-Border Public Services” and “Common Data Models & Common Metadata in Evidence Exchanged Across Borders & Interoperability”, and partially in “Chapter 4” through the collected data and proposed
data model for semantic interoperability.
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The third objective is to answer how automated evidence exchange between the
EU Member States could reduce manual validation for European citizens and facilitate
their access to cross-border public services, answering the question in “Chapter 4”
through the collected data and proposed data model for semantic interoperability.
And last, the fourth objective is to contribute to the improvement of semantic
interoperability between the Member States with the formation of the proposed data
model mentioned previously. The model uses as an assistive semantic interoperability
solution for digital cross-border public service delivery in the Union, that focuses on the
process of changing address while moving within the EU. Furthermore, the model is constructed following four steps of analysis (selection of the type of evidence for examination, identification of competent authorities, the definition of attributes in each selected
piece of evidence, proposal of a data model) and is afterwards presented to a group of
people in order to find out the user-experience and usability of the proposed data
model, through a usability questionnaire.
The rationale behind the topic selected for analysis and the construction of a
proposed data model, concerning the registration process for change of address, was
the fact that semantic interoperability between EU members is still limited, thus citizens
and businesses are in most cases not provided with the option to request an online service across borders, while this implicitly results in citizen cross-border mobility to be
relatively low (5).
Following, “Chapter 2” contains the literature review, while “Chapter 3” describes the contribution of this case study and the methodological approach followed.
Next, “Chapter 4” consists of the analysis and findings (proposed data model and results
of a user acceptance questionnaire). Lastly, “Chapter 5” contains the conclusions, as well
as the limitations, met in this case study. Additionally, at the end of the case study, the
references indicating the used bibliography are presented, as well as an appendix.
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2. Literature Review
The concept of integrated cross-border public services is related to several other concepts as the Digital Single Market, interoperability, eGovernment, Single Digital Gateway, Once-Only Principle, and electronic identification, because digital interaction is a
prerequisite in most cases for cross-border public service delivery. Thus, it is important
to define and discuss these topics.

2.1 European Digital Single Market
The European Single Market is a successful undertaking that started many decades ago
in the European Union and is still in progress, as the member states and the European
bodies continue to improve the environment of the Single Market. The digitization of
the Single Market is one of the biggest efforts for modernization and improvement.
2.1.1 European Single Market Definitions
According to the European Commission, “the single market refers to the EU as one territory without any internal borders or other regulatory obstacles to the free movement
of goods and services. A functioning single market stimulates competition and trade, improves efficiency, raises quality, and helps cut prices. The European single market is one
of the EU’s greatest achievements. It has fueled economic growth and made the everyday life of European businesses and consumers easier” (26) and “in the EU’s single market (sometimes called the internal market) people, goods, services, and money can move
around freely. Mutual recognition guarantees that any product lawfully sold in one EU
country can be sold in all others. EU citizens can study, live, shop, work and retire in any
EU country - and enjoy products from all over Europe” (29).
In EU’s internal market citizens and businesses are provided with four freedoms.
EU citizens and businesses have the right to move freely between member states and to
circulate goods, services, and capital. These freedoms are guaranteed through treaties
and common policies. The movement within the Union often result the need to interact
electronically with European countries’ public administrations (27).
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2.1.2 European Single Digital Market Definitions
According to the European Commission, “a Digital Single Market (DSM) is one in which
the free movement of persons, services and capital is ensured and where the individuals
and businesses can seamlessly access and engage in online activities under conditions of
fair competition, and a high level of consumer and personal data protection, irrespective
of their nationality or place of residence” (22).
The Digital Single Market Strategy (DSM) that was adopted by the European
Commission in 2015 is based on three pillars. The first pillar is “Access” which signifies
“better access for consumers and businesses to digital goods and services across Europe”
(22). The second pillar is “Environment” which means the establishment of “right conditions and a level playing field for digital networks and innovative services to flourish”
(22). Last, the third pillar is “Economy & Society” which suggests maximization of
“growth potential of the digital economy” (22).

2.2 Public Services
The term “service” is vague and can be found in several different circumstances; hence
its definition is often reflecting the context in which the term is referred. For example,
the European Commission defines service strictly in the context of its official documents,
suggesting that the definition used might not be suitable for other disciplinary areas
(55).
2.2.1 Public Services Definitions
According to the European Parliament, “public service is an economic activity of general
interest defined, created and controlled by the public authorities and subject, to varying
degrees, to a special legal regime, irrespective of whether it is actually carried out by a
public or private body” (33).
Also, according to the EIF a “European public service comprises any public sector
service exposed to a cross-border dimension and supplied by public administrations, either to one another or to businesses and citizens in the Union” (27).
In this case study the term “public services” will be used in the context given by
the new EIF report (27).
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2.2.2 Electronic (Online/Digital) Services Definition
Electronic or digital or online service (eService) is defined as the service provided to citizens and businesses with the use of ICT (47,55). The word eService applies on many
fields; however, it is usually found in the fields of eBusiness and eGovernment (47).
2.2.3 Electronic (Online/Digital) Public Services Definition
An electronic or digital or online public service can be defined as a single electronic interaction between a public administration and a user or as a series of electronic interactions combined with physical service delivery as well (55).
2.3 Interoperability
The term interoperability can be found in many disciplinary areas and is often defined
differently according to the context.
2.3.1 Interoperability Definitions
Interoperability means that two or more connected systems or components are in a position not only to exchange information but also to use this information (68).
“For the purpose of the EIF, interoperability is the ability of organisations to interact towards mutually beneficial goals, involving the sharing of information and
knowledge between these organisations, through the business processes they support,
by means of the exchange of data between their ICT systems” (27).
For this case study, the term interoperability is used as in the definition given by
the EIF (27).
2.3.2 Interoperability Types
There is a significant number of interoperability categorizations in the literature and
some of the most common types (or levels (77) or layers (68)) are mentioned and defined below:
Technical interoperability (27,68,77) is related to infrastructure and software.
More specifically, this type of interoperability refers to a situation in which hardware
and software components, networks, and equipment acquired by different organizations are interconnected, allowing machine-to-machine communication unambiguously
(68,77).
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Syntactic interoperability (68,77) is associated with data formats and in particular with data representation in machine-readable forms. This type accomplishes identification of elements and rules (68), aiming at “structuring the elements, mapping, bridging, and navigating among equivalent elements” (77).
Organizational interoperability (27,77) refers to the capacity of two or more units
to provide services to and accept them from other units and to use these services to
assist them to operate successfully together. Additionally, organizational interoperability relies on the effective implementation of the other three types of interoperability
(technical, syntactical, and semantic interoperability) (77).
Pragmatic interoperability means that a message sent by a system produces the
effect expected by that system. According to Spalazzese et al. (2020), the idea is that
“the collaborating system understands the message’s intended effect”. Understanding
of methods and procedures used by the other systems as well as the use of data and the
context of its application in the other systems is a prerequisite for it to work. Moreover,
pragmatic interoperability can only be accomplished with the combination of syntactic
and semantic interoperability (68).
Dynamic interoperability means that systems are able to understand the state
alterations that take place in other systems’ assumptions and constraints (68).
Conceptual interoperability, according to Spalazzese et al. (2020), is the alignment of “the conceptual models and then the assumptions and constraints of the meaningful abstractions of the reality”. This entails entirely specified implementation-independent conceptual models that can be interpreted and assessed by a program or by
software engineers (68).
Legal interoperability is related to the ability of organizations to become interoperable, despite functioning based on different legal frameworks, policies and strategies
(27).
Semantic interoperability (27,68,77) is a type where the information must be relevant in order to be exchanged or shared (77). Semantic interoperability assures that
two or more systems can translate exchanged information to generate valuable outcomes (68) and that, according to Valle et al. (2019), “the precise meaning of exchanged
information is understandable by any other application that was not initially developed
for this purpose” and supports “high level, context-sensitive information request over
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heterogeneous information resources, hiding system, syntax, and structural heterogeneity” (77). The means to accomplish this type of interoperability is the existence of a common information exchange reference model between the two participating sides (77)
and interaction protocols at the application layer (68).
However, some of these types of interoperability (technical, semantic, organizational) are met in other studies as well. For instance, the European Interoperability
Framework (EIF) proposes to apply interoperability solutions in four layers, legal, organizational, semantic, and technical, along with a cross-cutting component of the four layers, “integrated public service governance” and a background layer referred to as “interoperability governance” (27).
2.3.3 Interoperability in Cross-Border Public Services
Nowadays, the European Union focuses on establishing a foundation to facilitate and
promote the function of integrated cross-border public services as a part of the undertaking of the Digital Single Market (DSM) (12). The European Commission suggests that
any business should have the opportunity to expand across borders online and become
pan-European within a month (24). Moreover, Europe can become more competitive
through interoperability and standardization (22).
National eGovernment solutions modeled in different European countries
should be able to communicate with other countries' digital solutions instead of developing in isolation (24) . Interoperability is a key concept in accomplishing a proper operation of public services between countries within the EU (27). In the context of the digital
economy, interoperability is translated into the effective connection between digital
components (devices, networks, data repositories), along the supply chain, or between
industry and service areas. It also means improved connections at the cross-border level,
at the community level, and between public services and authorities (22).
As mentioned above interoperability might have many categories and levels (77).
One of the most considerable pan-European efforts to establish a common ground for
all member states is the new European Interoperability Framework (EIF) that was published in 2017 (27). However, during the past 25 years, the Union made a series of efforts
to boost interoperability across borders within the EU. More recent common interoperability frameworks were launched in 2004 (IDABC) and 2010 (EIF v1) (10). The new EIF is
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generic and addresses all member states. It is constructed to help EU countries to correspond to specific organizational, legal, semantic, technical, and governance requirements that are common for all member states to enhance interoperability between
them. The EIF is based on twelve fundamental principles that were grouped in four categories (“Principle Setting the Context for EU Actions on Interoperability” category that
includes the “Principle 1”, “Core Interoperability Principles“ category that includes “Principles 2-5”, “Principles Related to Generic User Needs and Expectations” category that
includes “Principles 6-9”, ”Foundation Principles for Cooperation Among Public Administrations” category that includes “Principles 10-12”) (27) and include 47 recommendations to be implemented by member states. The twelve principles are i) subsidiarity and
proportionality, ii) openness, iii) transparency, iv) reusability, v) technological neutrality
and data portability, vi) user-centricity, vii) inclusion and accessibility, viii) security and
privacy, ix) multilingualism, x) administrative simplification, xi) preservation of information, and xii) assessment of effectiveness and efficiency. Moreover, it presents a common underlying of interoperability components to European National Interoperability
Frameworks (NIF) and Domain Interoperability Frameworks (DIF), while assisting the
countries in two directions. The first is a bottom-up approach, in which the NIF aligned
with the EIF is used for the employment of public services at all levels of national administrations, establishing an interoperability ground for cross-border public services as
well. The second is a top-down approach, in which the EIF is considered in EU legislation
and policy domains, either through ad hoc references or in a structured fashion using
DIFs. Hence, it leads to a follow-up logic through which the countries could possibly invert the European-level interoperability actions to enhance interoperability within the
country (27). Furthermore, the interoperability areas are three. The first area concerns
administration to administration interactions (A2A), e.g., exchanges between a member
state and another member state or a member state and a European administration. The
second area concerns administration to business interactions (A2B), e.g., exchanges between European or national public administration and businesses. And last, the third
area concerns administration to citizens interactions (A2C), e.g., exchanges between national or European administrations and citizens (27).
Additionally, the EIF proposes an interoperability model that applies to all types
of digital public services. It can be perceived as an important part of the interoperability-
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by-design paradigm. The model consists of four layers of interoperability: i) legal, ii) organizational, iii) semantic and iv) technical. Also, there is a cross-cutting component of
the four layers called integrated public service governance and last is a background layer
referred to as interoperability governance (27) (Diagram 1.1).
Diagram 1.1

Source: European Interoperability Framework (27)

Except for the New EIF, there is also a revised version of the European Interoperability Strategy (EIS) that was launched in 2016, as a revised version of the EIS of 2010.
The New EIS provides organizational, financial, and operational directions for the implementation of the EIF recommendations to the member states. It also defines a group of
focal points and an Action Plan for EU countries and European Institutions for the years
2016-2020, while emphasizing organizational interoperability, because of its current potential for further development (24). In addition to the new EIF and EIS, there are also
the European Interoperability Reference Architecture (EIRA) and the European Interoperability Cartography (EIC). The EIRA is an “architecture content metamodel defining the
most salient architectural building blocks (ABBs)” (32) necessary to construct e-Government systems with interoperability. It also offers a “common terminology” that can be
applied in public administration transactions in several architectures and system development activities. The ArchiMate language is used as a modeling notation by EIRA while
its architectural style is service orientation (32). Last, the European Interoperability Cartography (EIC) serves as a fount of interoperability solutions for public administrations
in Europe offered by European Institutions and EU members. The interoperability
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solutions are provided in a “common format” and in compliance with “specific re-usability and interoperability criteria” that corresponds to the EIRA (34).
All these initiatives are supported by the ISA² Programme (Interoperability Solutions for Public Administrations, Businesses, and Citizens), which is in force since the 1 st
January 2016 and ends at the end of 2020. ISA² works as an enabler for the development
of digital solutions for the Union in order for European public administrations, businesses and citizens to be offered “interoperable cross-border and cross-sector public services” (11).

2.3.4 Common Data Models & Common Metadata in Evidence Exchanged Across Borders & Interoperability
The key to the seamless provision of digital cross-border public services is semantic interoperability. Efficient exchange of evidence between different countries’ public authorities requires the use of common semantic standards and the existence of transparent and precise metadata policies (27). Another prerequisite for seamless exchange of
evidence across borders is to focus and capitalize on existing semantic interoperability
solutions (1,27). Common definitions are essential in order to avoid discrepancies in
electronic systems, while standard vocabulary and defined relationships are required to
improve interoperability between systems (55).
In Europe, the SEMIC action (Semantic Interoperability Community) provides the
Union with free of charge solutions on semantic interoperability, making data exchange
easier for European member states in the context of digital cross-border public services.
According to SEMIC, interoperability between countries’ systems will be improved
through assisting alignments and agreements on common vocabulary and semantic requirements between European countries or countries and European institutions. Furthermore, interoperability can be boosted through shedding light on existing data standards and ISA² specifications (e.g., Core Vocabularies, ADMS, and DCAT-AP), while detecting where new common data models are required (1).
The Deloitte report on data mapping, published recently, suggests that semantic
interoperability for the SDG technical system could be structured around two complementary tracks. The first track is “Exchange of evidence-based on an EU common data
model” and the second track is a “Fall back option with basic structured markup”. In
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other words, “Track 1” allows common types of electronic evidence to be exchanged
between countries in a structured, semi-structured, and unstructured format while applying a common data model established by EU countries, and “Track 2” that is a fallback
option would enable any other type of evidence, in any format that comprises a basic
structured mark-up with more general metadata, to be exchanged with the purpose of
being in compliance with the SDG Regulation. Simultaneous use of these two tracks
whenever needed, is considered to be optimal (56).
All in all, common data models and common metadata in evidence exchanged
across borders are inextricable components for efficient semantic interoperability between countries. Differences in interpretation of data lead in non-effective interconnection between national ICT systems. All European initiatives towards the accomplishment
of an interoperable EU are indicating the need for mutually recognized and implemented frameworks on semantic solutions by the countries (27) .
2.4 Interoperability Issues
Interoperability issues can arise due to many reasons. The lack of interoperability is
mainly caused by incompatibilities between organizations’ ICT systems and/or organizational silos. Interoperability between countries is often hindered by legal barriers, creating “national silos”.
2.4.1 National Silos Definition
In Jean Claude Juncker’s “Agenda for Jobs, Growth, Fairness and Democratic Change” in
2014, he mentioned the term “national silos”, saying that it was time to “break down
national silos in telecoms regulation, in copyright and data protection legislation, in the
management of radio waves and in the application of competition law” (43).
This statement aimed to stress the fact that national silos hinder the accomplishment of
the European Digital Single Market. National silos obstruct the operation of a digital
market that does not have barriers towards European citizens and businesses. Furthermore, this statement highlighted the fact that they lead to loss of prospective profits
and additional growth in Europe (22).
As there is no specific definition for national silos, it is helpful to define the terms
“information silos”, “silo mentality”, and “organizational silos” in order to be able to
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analyze further the meaning of the term “national silos” and the issues deriving from
their existence.
Silo mentality, according to the Business Dictionary, is “a mind-set present in
some companies when certain departments or sectors do not wish to share information
with others in the same company. This type of mentality will reduce the efficiency of the
overall operation, reduce morale, and may contribute to the demise of a productive company culture” (83).
Information silos in organizations are frequently the result of a silo mentality.
Silos arise either when heads of departments are not willing to share departmental data
and information or when they are willing to share data and information but prefer to
avoid it due to concern of potential damage to data and information of privacy and security issues (50).
Another reason related to the arise of silos in an organization is the lack of interoperability among departments in the same organization. According to the Business
Dictionary, information silo is “any information management system that is unable to
communicate with other information management systems, even if otherwise related or
within the same organization. This can be by design or by choice for a variety of reasons,
though nowadays generally frowned upon because of the lack of accessibility and implied limitations to productivity” (84).
And last, “organizational silos” describe the absence of intention or motivation
for coordination (even communication) between entities within an organization (60).
2.4.2 Issues Deriving from National Silos & Incompatibility
The term “national silos” is describing the barriers set by the countries towards the undertaking of the Digital Single Market. It refers to the walls arisen at a national level
mainly through regulation and legislation (22).
Some of the main issues deriving from the existence of national silos are the differences between the online and offline market. These differences, mostly related to
legislation, create obstacles in cross-border online activity, impeding European consumers and businesses from easier and more inclusive access to online goods and services
within the Union. Also, the lack of appropriate infrastructures, content services, and regulatory conditions for innovation, investment, fair competition, and a level playing field
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caused by national regulative burdens, deprive consumers and businesses of enhanced
digital networks and services (22). Furthermore, current legal frameworks of the member states have to allow administrations to consume and share data and also permit
share and reuse of existing data for cross-border public services (45).
Incompatibility between two connected systems can appear in many forms. According to the FEI, incompatibility between two connected systems can arise also due
to conceptual, technical, or organizational barriers. Conceptual barriers describe problems arising at the high level of abstraction models (e.g., company models). Technological barriers refer to inadequacy in using different computing techniques to share or exchange data between systems due to the absence of compatible standards. And last, the
organizational barriers refer to incompatibilities in structures of organizations, corporate rules, and management techniques applied in interoperating companies (organizations in this case), as well as in legislation incompatibilities (61).
Incompatibility between countries’ ICT systems or between European and national level systems, usually due to heterogeneousness, could be considered as another
obstacle towards the success of the DSM. For example, a local system might not be congruent with OOP requirements (45). Additionally, member states might have dissimilar
methods of managing specific types of data or difficulty in developing common tools for
retrieving data from different data sources (45). Also, disregard of European and national technological standards can result in a lack of interoperability, as the existence of
European standards does not ensure that they will be integrated into technological solutions at a national level (22). Moreover, differences in European and national catalogues with ICT-standards and interoperability specifications can result in market fragmentation at the EU level (22).

2.5 eGovernment
Electronic Government (eGovernment) is a significant part of cross-border public services, because, in most cases, the only option for requesting a service from another
member state is to make it electronically, through digital service delivery channels.
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2.5.1 eGovernment Definitions
E-Government is the use of Information Communication Technology (ICT) for the purpose of providing electronically public services and information to citizens and businesses (52,53). Furthermore, eGovernment can be defined as the interaction between
citizens or businesses and public administrations in the context of e-services (49).
eGovernment and digital government refer to the application of ICTs for the development of enhanced public services and for the expansion of the participation of citizen and businesses in democratic government (10).
The term eGovernment is used in European policymaking (10), thus this term is
selected to be used in this case study as well.
2.5.2 eGovernment Advantages & Disadvantages
The implementation of eGovernment comes with a number of advantages and disadvantages. One of the most significant advantages of eGovernment is the cost savings, as
digital administrative processes manage data faster and better (10,22,36). Thus, electronic public service delivery leads to reduced costs or even the development of different types of services without any additional costs. Additionally, the “digital by default”
strategy also contributes to cost reduction, as digital services are carefully designed to
appeal to users, in order for them to select digital channels rather than non-electronic
options, e.g., service locations or paper-based transactions in general. Another important advantage is the reduction in administrative burdens. Cost-wisely, the diminished administrative burden is not only counted financially. It is also counted in less
time-consuming processes for citizens and businesses as they are disencumbered from
time-costly information and registration constraints established by government regulation. Digital services are more convenient for the majority of citizens and businesses and
less costly financially. They require also less effort because data that has already been
submitted to a public administration can be reused (10). The Once-Only Principle allows
citizens and businesses to provide data only once to a national authority so that this data
-that is already registered- can be reused in the future (8,36,82). Hence, automated processes relieve citizens from doing all the work on their own. Another complementary
tool for the OOP is the “whole-of-government” approach, through which various public
agencies work beyond their portfolio in order to generate an integrated plan for
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program management and service provision. An additional advantage of eGovernment,
worth mentioning, is related to transparency in data and services. Transparency improves citizens’ willingness to participate in policy development while eliminating corruption because of the limited need for intermediaries. Lastly, the digitization of public
services contributes also to the minimization of the carbon footprint caused by government, e.g., reduced need for physical presence through travel and paper-based processes (10).
In contrast to the advantages mentioned above, eGovernment introduces some,
either tangible or potential, issues. A disadvantage might be related to the inclusiveness
and accessibility. Digital by default services could possibly exclude a part of the society
due to lack of access to the internet, e.g., physical handicaps, age, limited digital literacy,
etc., resulting “digital divide” (10). However, preserving other service channels that require physical presence, services by telephone and/or paper-based transactions to avoid
social exclusion, affect the cost-saving side of digitized services. Another issue might be
the necessity to invest time and capital in developing “digital skills” (10) through training
citizens and public officials in order for them to be able to receive and provide e-services.
Furthermore, besides the benefits from the OOP, privacy concerns could emerge because of the collection and share of already registered data for service personalization
towards citizens. Other fears concerning data storing are related to malicious activities
by third parties, e.g., stolen data. Also, the process of storing data might evoke a loss of
trust by the citizens concerning the management and security of their personal information by the government and discourage them from choosing e-services (7,36). Moreover, the protection and privacy of the stored data are costly for governments. Next, the
introduction of digital services could cause political issues as unsuccessful leadership,
lack of funds for the generation of new services, organizational barriers, political unwillingness, or/and obstacles in the jurisdictional, administrative, or geographic coordination (10).
2.5.3 European eGovernment Initiatives
Furthermore, in the context of the DSM Strategy, the European Commission has
launched the “EU eGovernment Action Plan 2016-2020” in 2016. The Action Plan is a
political instrument that supports the digitization of European public services. The
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objective is to eliminate remaining digital barriers towards the Digital Single Market and
avoid the rise of new ones in the process of modernizing public administrations across
Europe. This Action Plan is meant to be used as an instrument that establishes several
principles on which the member states’ future initiatives should be based. However, it
does not hinder the countries from carrying out their own strategies and activities. The
Action Plan also encourages collaborative cross-border efforts, aiming to deliver major
benefits to businesses, citizens, and public administrations through eGovernment (25).
The vision behind the Action Plan is the facilitation of free movement of
businesses and citizens and the improvement of public administrations both at the
national and cross-border level through the opening of data and services between them.
Another point of interest that leads the effort for modernization of public
administrations is citizen-centricity as the digitization of everyday life is resulting in
European citizens to have higher expectations of public services and transparency in
administrative procedures (22). Moreover, the contribution of stakeholders in decisionmaking will enhance public administrations’ trustworthiness and accountability.
Additionally, open data and services, fully complying with the legal framework for the
protection of personal data and privacy, can be contributors to growth and
competitiveness in the EU (25).
The new eGovernment Action Plan is built upon seven underlying principles. The
first principle is “Digital by Default”, which means that public administrations must be
able to seamlessly provide e-services, along with other already existing channels of
service provision (“public services should be delivered through a single contact point or
a one-stop-shop and via different channels”, European Commission (2016)). The second
is the “Once Only Principle”, which suggests that European citizens and businesses
should be able to supply personal data only once to a public administration and then the
same data could be reused internally or between administrations for various
procedures, yet in compliance with data protection rules (35,81). The third is the
“Inclusiveness and Accessibility” principle, which notes that digital public services should
be designed to be inclusive from the beginning and in respect to the different needs of
users. The fourth principle is “Openness & Transparency”, suggesting that data should
be shared between public administrations and that citizens and businesses should be
able to access, control, and correct their own data or follow step by step administrative
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processes that concern them. The fifth principle is “Cross-Border by Default”, indicating
that cross-border public services should be available from the beginning, to enable
mobility within the EU. The sixth is the“Interoperability by default” principle, noting that
public services should work in an interconnected fashion across the Union, bypassing
organizational silos through the free movement of data and e-services. The last principle
is “Trustworthiness & Security”, meaning that all initiatives introduced should always
comply with the legal framework on personal data protection and privacy, in order to
improve trust in digital services (25).
Complementary to the EU eGovernment Action Plan 2016-2020, the ministers
responsible for eGovernment policy and coordination from 32 countries of the EU and
the European Free Trade Area (EFTA) signed the Tallinn Declaration on eGovernment in
2017 with a commitment to the EU eGovernment Action Plan 2016-2020 and the EIF.
The vision behind the Tallinn Declaration was the accomplishment of a Union that is
“open, efficient and inclusive, providing borderless, interoperable, personalized, userfriendly, end-to-end digital public services to all citizens and businesses – at all levels of
public administration”, Council of the EU (2017) (9). A five-year scheme (2018-2022) was
undertaken in order to realize this vision and the EU eGovernment Action Plan
principles. The improvement of the modernization process of public administrations was
based on five categories of objectives. The first category is based on the principles of
digital-by-default, inclusiveness, and accessibility and includes three objectives: i)
guarantee that European citizens and businesses indeed use digital means to interact
with public administrations whenever they want, provided that it is possible and
appropriate from a cost-effective and user-centered point of view, ii) certify that there
is a consistency in the quality of user experience in digital public services and iii) improve
the readiness of European citizens and businesses to receive digital public services. The
second category consists of one objective and underlies on the once-only principle. The
goal is the implementation of the OOP for key public services, at least as an option for
European citizens and businesses. The third category is based on the principle of
trustworthiness and security and includes two objectives: i) ensure that information
security and privacy requirements are considered in the design process of public services
and public administration ICT solutions, with a risk-based tactic and state-of-the-art
technologies, and ii) expand the uptake of national eID schemes, as well as making them
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more user friendly and more suitable for mobile platforms without compromising
security. The next category is based on the principle of openness and transparency and
consists of one objective: forward the possibility for better management of personal
data, controlled by public administrations, for citizens and businesses, as a minimum in
base registries and/or similar databases wherever possible. The last category is built on
the interoperability by default principle and consists of a single objective as well:
improve national interoperability frameworks established on the EIF in respect to
national standards while following EIF principles for cross-border digital public services
(9).
2.5.4 eGovernment Status in the EU
The aforementioned pan-European initiatives are measured yearly in order to obtain
insights into the maturity level of online public services concerning user-centricity,
transparency, and use of key enablers, as well as in cross-border mobility and service
delivery performance, which identifies as a genuinely European metric. These reports
are called eGovernment Benchmarks and are monitoring instruments of the European
Commission (5–7). They measure and collect data concerning the use of information and
communications technologies (ICT) in the public sector from Europe’s 27+ countries (7),
28+ before the United Kingdom exited the Union (5,6).
The eGovernment Benchmarks evaluate European public services and indicate
the priority areas of the EU eGovernment Action Plan 2016-2020 and provide insights
into the current status of the principles presented in the Tallinn declaration of
eGovernment in 2017 (9). The priority areas are separately measured by one or more
indicators, included in the top-level benchmarks (user-centricity, transparency
government, cross-border mobility, key enablers). The reports assess eight different life
events, by capturing citizens’ and entrepreneurs’ journeys through relevant online
public services related to events in their lives.
In eGovernment Benchmark 2018 half of the eight life events included in the
report were measured in 2016 (business start-up, losing and finding a job, family life,
studying) and the rest in 2017 (regular business operations, moving, owning and driving
a car, starting a small claims procedure). Overall, the 2018 report shows that eleven
countries delivered high-quality digital services across four top-level benchmarks, across
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all life events. The five countries that were first in the ranking were Malta, Estonia,
Austria, Latvia, and Denmark. These EU members successfully made public services
broadly available online in a mobile-friendly approach with strong user-centricity. The
government transparency level in service delivery, organizational operations, and
personal data processing were high as well. They have also provided citizens and
businesses with smart key enabling technologies, e,g, eIDs, and digital post solutions (5).
On the other hand, eight countries appeared to be fairly behind in eGovernment
solutions (see in Appendix, eGovernment Benchmark 2018). The majority of these
countries seemed to be struggling with the implementation of key enablers in
eGovernment services. Thus, their e-service provision was significantly limited.
In this report the four top-level benchmarks for the 28+ countries, with biennial
2016-2017 average, reached 82% in user-centricity (sub-indicators: οnline availability
83%, usability 88%, mobile friendliness 62%). Next, transparency marked 59% (subindicators: transparency in service delivery 52%, transparency in public organisations
71%, personal data 54%). Cross-border mobility marked 52% (sub-indicators: crossborder online service availability 64%, cross-border usability 68%, cross-border eID use
10%, cross-border eDocuments 20%), while businesses eID use cross-borders marked
18% and citizens eID use abroad marked only 6%. And last, key enablers scored 54%
(sub-indicators: eID 51%, eDocuments 63%, authentic sources 53%, digital post 51%) (5).
The next eGovernment Benchmark published in 2019, shows a significant
improvement in eGovernment performance indicators (6). The life-events examined are
the same as in the previous report. Half of them were examined in 2017 and the other
half in 2018 (6). The overall eGovernment performance for Europe’s 28+ countries
reached 65% on average (user-centricity, transparency, cross border mobility, key
enablers) (6), being higher by 3% than the score presented in eGovernment Benchmark
2018 that reached 62% (5). To be more specific, user-centricity marked 85% (subindicators: online availability 85%, usability 90%, mobile-friendliness 68%), transparency
marked 62% (sub-indicators: transparency in service delivery 55%, transparency in public organizations 72%, transparency in personal data 60%). Next, cross-border mobility
scored 53%, however, there is still a significant difference between citizen and business
mobility. Cross-border citizen mobility marked 48% (sub-indicators: online service availability across borders 59%, usability cross borders 64%, eID use cross borders 6%,
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eDocuments use cross borders 16%), while business mobility marked 63% (subindicators: online availability across borders 72%, usability across borders 77%, eID use
across borders 27%, eDocuments use across borders 45%). And last, the key enablers
indicator marked 58% (sub-indicators: eID 54%, eDocuments 65%, authentic sources
55%, digital post 63%). Also, in this report, Malta, Estonia, and Austria appear to be the
leading countries in eGovernment, with high scores in all four top-level benchmarks,
with Lithuania, Latvia, and Finland following right behind (6). Ιn the opposite direction,
countries in the south-east of Europe appear to be below the EU average (6) (see in
Appendix, eGovernment Benchmark 2019). The fact that cross-border mobility appears
to be the lowest among the four top-level indicators (53%), implies that European citizens cannot use eGovernment services in another country. All data are biennial and collected during the years 2017-2018 (6).
In the most recent eGovernment Benchmark, published in 2020, the results were
significantly improved. The EU27+ (36 countries) overall performance scored 68% (7),
which is 3% higher than the one in eGovernment Benchmark 2019 that reached 65% 6
and 6% higher than the percentage in eGovernment Benchmark 2018 that reached 62%
(5). As can be seen, eGovernment has been increasingly improved in Europe within two
years, indicating that European countries are perpetually working on the implementation of eGovernment solutions. All top-level indicators were increased with user-centricity scoring 87% (sub-indicators: οnline availability 78%, possibility to find services via
portal websites 95% and online information on services nearly 98% - usability subindicator -, mobile-friendliness 76%,). Next, transparency marked 66% (sub-indicators:
transparency in service delivery 64%, transparency in public organizations 98%, information on the time needed to complete online forms and obtain a service 46%, possibility to see whether your data has been used 64%, when your data has been used 42%,
by whom data has been used 17% - transparency in personal data sub-indicator -). Furthermore, cross-border mobility reached 56%, (sub-indicators: for citizens, online service availability across borders reaches 62%, while for businesses it reaches 76% and
national eID solution can be used by citizens in 9% of cases, while businesses in 36% of
cases). And last, key enablers marked 61% (sub-indicators: eID 57%, eDocuments 68%,
digital post 67%, online forms with pre-filled data 54%) (7).
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All in all, there is a clear improvement in eGovernment across Europe, taking into
consideration the increase in the overall eGovernment performance of Europe’s 27+
countries. However, cross-border mobility has the lowest score in all reports (52% in
2018, 53% in 2019, and 56% in 2020). Despite the progress and the 4% increase in the
last two years, cross-border mobility continues to be a challenge (7). Furthermore, as
mentioned in all eGovernment Benchmarks there is a persisting difference in citizen and
business cross-border mobility, indicating that cross-border mobility is easier for businesses than for citizens (5–7). Another interesting fact is that laggards (countries falling
behind in eGovernment solutions) managed to reduce the gap between them and the
frontrunner countries during the last years (7). Additionally, in 2018 the difference between online availability at the national and local level was 20%, a chasm that has been
improved as the difference currently reaches 12% (5).
Conversely, other indicators remain at a low level, showing substantial gaps in
their performance. The indicators referred to are the ones showing the availability of
eGovernment solutions for citizens and businesses. Online services availability for citizens stands at 65%, while for businesses at 76%. The availability for citizens has increased 5% in two years (60% in 2018) (5), while the availability for businesses 6%, leaving the gap at a high level (70% in 2018) (5). Other indicators, showing the gap are related to the transparency top-level benchmark which indicates that businesses receive
70% transparency of service delivery, while citizens receive only 54%. In addition, businesses can upload or obtain eDocuments through 82% of the services, while citizens
through 64%. Moreover, businesses are provided with 70% pre-filled online application
forms. Contrarily, citizens are offered only 53% of the application forms containing prepopulated data (7).
Another category of indicators being low is related to foreign and domestic
online service availability. Despite that there is an increase in foreign online availability,
the score is still low (cross-border online availability indicator marks 69%, while domestic online availability marks 87%). The gap between these two indicators decreased only
by 2% within two years (20% gap in 2018 vs. 18% gap in 2020) (5,7). The explanation for
this situation is that in most cases foreign eIDs are not being accepted in e-services that
require authentication. Users can use their own national eID solution in 9% of crossborder online services because most services require and accept solely domestic eIDs
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(7). However, the score is slightly improved compared to 2018 when the possibility to
use foreign eIDs reached 6% (5). Furthermore, documentation problems hinder the accessibility to e-services across borders, since foreign citizens are not made available the
option to upload or retrieve documents in 67% of cases (80% in 2018) (5,7). Also, language issues are met in almost half of cases, since 43% of online procedures are available
only in the language of the country that provides the service. The number is slightly improved considering that language problems existed in 50% of online processes in 2018.
Lastly, another problematic spot is that 18% of services cannot be completed without
the physical presence (22% in 2018), which is a practical barrier due to the fact citizens
that who are abroad cannot visit a governmental service location (5,7).
Another issue that challenges the Union is cybersecurity, as the assessment of a
number of URLs showed that 20% of them meet 7 out of 14 basic security criteria evaluated. This might cause trust issues to citizens and businesses in Europe. Thus, cybersecurity must be improved in order to avoid this type of problem (7).

2.6 Single Digital Gateway
As mentioned earlier, the Digital Single Market is a policy that promotes the digitization
of the European Single Market (22). In addition to the aforementioned initiatives towards the accomplishment of the DSM, the European Parliament and the Council of the
European Union adopted the Single Digital Gateway Regulation (SDGR) in 2018 (82).
The Single Digital Gateway (SDG) is a “single point of access to information, procedures
and assistance services online” (28), that directs citizens and businesses to information
related to national and EU rules, rights, and procedures. The SDG is destined to provide
information on websites where users can complete these procedures online as well as
problem-solving services (28).
The SDG is integrated into the “Your Europe” (82) portal and the search functions
are currently provided in a BETA version (21). The goal is that the search function on the
portal will provide citizens and businesses access to information. To be more specific,
they will be provided with easy access to consistent and qualitative information on EU
and national rules applicable to them when they want to exercise their Single Market
rights. The portal will also provide them with information on procedures, as users will
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be able to learn the exact way and required steps to complete administrative procedures. Lastly, they will be provided with information on assistance services, as whenever
users face difficulties in the completion of administrative procedures, they will be led to
the European or national assistance service appropriate to address their problem (28).
Furthermore, the SDGR requires that a list of 21 essential administrative procedures will be available entirely online in all European members by 2023. Also, by the
same year, all national online processes must become fully accessible to users across
borders without requiring the physical presence, while the “Once-Only Principle” shall
be used in cross-border exchanges of evidence for a range of procedures, for which users
will be provided with the option of requesting the direct exchange of evidence between
different member states’ public authorities. (28)
The SDG is a user-centric initiative that, according to the SDGR (2018), aims to
“facilitate online access to the information, administrative procedures and assistance
services that citizens and businesses need to get active in another EU country” (82).
Therefore, its quality, user-friendliness, and adequacy of the information provided by
the European and national authorities will be monitored through user feedback, starting
in December 2020, with the aim to improve all relevant procedures (28).
2.7 Once-Only Principle
As mentioned previously, the Once Only Principle (OOP) is a part of the SDG (82). It is an
initiative that is included in the eGovernment Action Plan 2016-2020 (25). The OOP is a
pan-European project that gives the opportunity to citizens and businesses to provide
various data to public administrations only once in order to receive multiple national or
cross-border public services without providing data already given to a public authority
again. The OOP will launch in 2023 and will make available to public administrations in
Europe the possibility of reusing and sharing data and documents supplied previously
by European citizens. The circulation of data and documents will take place accordingly
with the data protection legal framework with transparency and safety measures (8).
Furthermore, the OOP will improve public procedures, as the website from
which the user is requesting the service can retrieve supporting evidence that the citizen
has provided to a public authority in the past. This will reduce manual validation for the
user, as he or she does not need to provide already given data once again. This will also
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apply to cross-border public services as European countries’ public administrations will
be able to exchange information from one to another automatically, but always in compliance with the data protection and privacy regulation (35,81). In this case, the country
providing the service would be the data consumer, and the country sending the requested data would be the data provider (39). In all cases, the websites will be authorized to request solely evidence needed to carry out a certain procedure. To be more
precise, every time a citizen requests a digitized service, the public authority requests
only the data required in order to deliver that specific service (82). Hence, no additional
data will be transferred from one authority to another than the evidence needed to execute the process. Another characteristic of the OOP will be that the vast number of
participants and the high exchange volume of data and messages will not undermine its
efficiency in providing high quality and performance of eDelivery. All in all, the OOP
promises a reduced amount of administrative burden, enhanced efficiency, strong protection of personal information, and cross-border services (8).
Concerning the legal framework for the application of the OOP and the technical
system for cross-border automated exchange of evidence, the SDG Regulation emphasizes that the technical systems must permit the user to “preview” the evidence requested for exchange (82) by the data consumer (39) and decide whether or not to proceed with the exchange of the requested data (82). However, the preview option is not
obligatory for procedures where the automated cross-border data exchange without
preview is legally authorized by the member state or EU (82). Furthermore, the SDGR
highlights that the preview option must be available without prejudice to the obligation
to provide the information according to the General Data Protection Regulation (GDPR)
(39,81).
Except for the preview option, the user must be provided with the choice of “explicit request” as well. The explicit request means that the evidence that includes personal data are exchanged only after a freely given, specific, informed, and unambiguous
indication of the user’s wish to have the relevant personal data exchanged, either by a
statement or by affirmative action. But the explicit request is not obligatory for procedures where the automated cross-border data exchange without preview is legally authorized at a national or EU level (82).
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Moreover, the technical system should be and remain voluntary for European
citizens and businesses, while users should remain free to provide personal data by
other means besides the technical system (82). Also, the data kept should comply with
time limitations in data storage set by the GDPR guidelines (81).
In January 2017, the European Commission launched the Once-Only Principle
Project (TOOP) as an initiative that included about fifty organizations from twenty EU
Member States and Associated Countries (74). The TOOP was a business-focused project
with the aim to enable cross-border e-services for business mobility (75) and relieve
businesses from administrative burden, time-loss and high costs that are barriers commonly met during the process of fulfilling the business’s legal obligations (74). Another
important objective of the TOOP is the establishment of a federated architecture that is
generic and assist national registries of EU countries to become interoperable (45).
Moreover, the pilot presents in what manner information can be automatically retrieved
from a company’s country of origin to reduce time-consuming administrative processes
(e.g. paperwork, duplicated effort, and excessive bureaucracy) (76).
Similarly, the Digital Europe for All (DE4A) Project is a set of highly extensive
member-state driven pilots designed in accordance with the EU eGovernment Action
Plan 2016-2020, the Tallinn Declaration, and the EIS. Most significantly DE4A is based on
the SDG technical system (OOP and Digital-by-Default) (13).
These pilots aim to reinforce and examine the real-life application of the OOP
Technical System under the SDGR while assessing the effect of innovative technologies
and their advantages in relation to the OOP (13). Another objective is the establishment
of a federated, multi-pattern architecture under the new EIF, constructed on existing
and new building blocks as well as the generation of toolboxes concerning service delivery, semantic interoperability, and security. Furthermore, an additional goal of the pilots
is to propose solutions to legal obstacles and the vagueness concerning the regulation
related to the OOP (39). And last, the pilots aim to assist the future use of the Once-Only
Technical System, establishing common requirements and components and to promote
co-creation, transparency, liability, and trustworthiness (13).
The DE4A pilots are real-life pilots designed around three real-life events: “Studying Abroad” (apply for higher education, study grants, professional recognition of diplomas, certificates and/or studies without any paper-based transactions), “Doing
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Business Abroad” (start a business abroad, retrieving and update company data from
authentic sources, and/or request digital annual reports fully online) and “Moving
Abroad” (register a change of address, request civil status certificates, and/ or claim retirement/retirement information entirely online) (14).
2.8 eIdentification (eID) & Authentication
Electronic identification (eID) and Trust Services are significant drivers in the process of
digitizing public services across Europe. The eIDAS Regulation (eIDAS stands for electronic identification, authentication, and trust services) was adopted by the European
Parliament and the Council of the EU in 2014 (80) and the European Commission finalized the adoption of all the implementing acts by 2015 (23). Furthermore, eIDAS offers
a certain regulatory framework for “secure and seamless electronic interactions between
businesses, citizens and public authorities” (23). The objectives are for citizens and businesses to be able in practice to use their own national eID schemes to access online
cross-border public services within EU and electronic signatures, electronic seals, time
stamps, electronic delivery services, and website authentication (Trust Services) to function cross borders as legally equivalent means of authentication as traditional paperbased processes. Additionally, electronic transactions with the use of eIDs are considered to be safer and more likely to block online fraud, while protecting the exchanged
data. The security parameter is considered a significant driver for online services, as it
increases the trust in this type of transactions with public authorities (23).
However, authentication across borders through national eID solutions is very
limited until now due to the absence of interoperability and the adoption of a common
legal ground between European countries (7). The eIDAS regulation is meant to establish
the ground for the acceptance of national eIDs as authenticators for citizens and businesses across borders by the member states, offering a regulatory framework as a basis
for the cross-border authentication process to properly function (23). Moreover, the
regulation supports mutual recognition of national eID schemes by the countries of the
Union (80).
The OOP and the eIDAS promise that individuals will be provided with the option
of being automatically authenticated in other EU members through national eIDs, while
the data required to complete the requested online service will be automatically
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retrieved via the OOP technical system, always in compliance with the respective regulatory framework (82). Thus, European citizens and businesses are enabled to request
digital public services across borders. This also results in a reduced necessity for manual
validation of users as they are being authenticated through their eID, while evidence
exchange occurs via the OOP technical system (82).
It is safe to suggest that the aim of all European regulatory frameworks, directives, and projects (SDGR, OOP, eIDAs, etc,) is to increase digital service delivery within
the Union and facilitate citizens and businesses to request services online in order to be
further enabled to exercise their rights as EU residents. More significantly, the SDG along
with the once only technical system and the eIDs aim to achieve a more user-centric
approach of cross-border public services, as the combination of these regulatory frameworks lead to service provision with the fewest steps possible for the users-citizens/
users-businesses to complete an administrational process. These initiatives eliminate
unnecessary actions related to data submission or authentication for/of an individual.
The implementation of these solutions permits already submitted data to be used whenever needed, always in compliance with data protection regulations, facilitating the process for users that request an online service.
As mentioned earlier, eIDs and automated evidence exchange reduce manual
validation for users, as they can access online services and be authenticated through
their eIDs, if any, while the required evidence is exchanged automatically through the
SDG and the OOP. The automated evidence exchange provides the competent authority
with the data needed to complete the process automatically or semi-automatically.
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3. Problem Definition & Methodology
This part of the study contains the gaps found in the bibliography while searching for
authoritative academic sources to construct the literature review, the contribution of
this study, and the methodology followed to create the study.
3.1 Gaps in the Bibliography
There are very few recent studies focusing on how eGovernment is evolving in EU, the
European eGovernment initiatives and the results deriving from these initiatives. Most
studies focus solely on the barriers and drivers, or the advantages and disadvantages of
eGovernment or the state of eGovernment in a certain country. Other than that, there
are very limited studies that provide definitions of the terms public services and electronic (online/digital) public services. Additionally, concerning cross-border interoperability in Europe, the majority of studies focus on interoperability in the health sector.
Furthermore, there is a limited number of studies on the Once-Only Principle
after the end of the real-life pilots (TOOP) and even less studies on the application of
the Single Digital Gateway Regulation in general. Lastly, concerning the cross-border eIdentification (eID) in Europe, most studies focus on the use of eID schemes for authentication at Universities.
3.2 Contribution of This Study
This case study’s contribution is the concentration and explanation of all concepts related directly and indirectly to the concept of cross-border public services, as Single Digital Market, interoperability, eGovernment, Single Digital Gateway, Once-Only Principle,
and eIdentification (eID).
Moreover, it provides a critical view on eGovernment in the European Union,
combining eGovernment definitions, advantages and disadvantages, European initiatives, and results in order to find out how eGovernment is evolving in the EU and what
is its current state while highlighting the weaknesses and achievements.
Furthermore, the case study attempts to discover how common data models or
common metadata for evidence exchange between public administrations, in the
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context of electronic cross-border public services, could assist interoperability between
EU member states.
Additionally, another goal is to answer how automated evidence exchange between the EU Member States could reduce manual validation for European citizens and
facilitate their access to cross-border public services.
And lastly, the main contribution of this case study is the construction of a data
model as a proposed semantic interoperability solution for EU member states. The proposed data model concerns the process of changing the address in the EU offering a
digital form for the registration of a new address within the same country or across borders. The purpose of this data model is both to facilitate the process for users and to
assist semantic interoperability.

3.3 Methodological Approach
The methodological approach is divided in three parts: i. methodology followed for the
creation of the literature review, ii. the methodology followed for the analysis and findings part (that includes a diagram of the steps followed for the construction of the proposed data model, and iii) the methodology followed for the construction of the questionnaire.
3.3.1 Literature Review
For the literature review, the methodology followed started with the definition of some
keywords in order to find online suitable bibliography for the research. The keywords
were used in the “Google Scholar” search machine to find authoritative academic
sources. The used keywords were, “cross-border public services”, “public services”, digital public services”, “interoperability”, “European interoperability”, “eGovernment in
EU”, “eGovernment benefits”, “eGovernment barriers”, “eGovernment initiatives”,
“Once-Only Principle”, “eIDAS”, “Single Digital Gateway”, “Digital Single Market”, and
other similar keywords with the same meaning, e.g., digital public services/online public
services/electronic public services. However, the sources had to be relatively recent, so
every source before 2014 was excluded. Furthermore, a search was conducted on the
official European Union website “www.europa.eu” to find accurate information on
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European policies, initiatives, and regulatory frameworks. Moreover, in some cases references found in the examined bibliography, that were related to the study, were also
checked for further sources of information on the topic.
Additionally, the literature review (“Chapter 2”) was carefully constructed in order to answer the first research question thoroughly (“How is eGovernment evolving in
the EU and what is its current state, while highlighting the weaknesses and achievements), while giving supplementary information to answer comprehensively the second
research question (“How could common data models or common metadata for evidence
exchange between public administrations, in the context of electronic cross-border public services, assist interoperability between EU member states”) that is to a greater extend answered in “Chapter 4” (Analysis & Findings). More significantly, the second research question is mainly being answered in “Chapter 4”, in combination with some further explanatory information included in “Chapter 2”, while the third research question
(“How could automated evidence exchange between the EU Member States reduce
manual validation for European citizens and facilitate their access to cross-border public
services”) is entirely answered in “Chapter 4” (Analysis & Findings).
3.3.2 Analysis & Findings
For the analysis and findings part (Chapter 4) the methodological approach followed for
the construction of the proposed data model (digital form for a change of address) consist of four steps (Diagram 2.1.).
Diagram 2.1
STEP 1: Selection of the Type of Evidence for Examination

STEP 2: Identification of the Competent Authorities for the Selected Type
of Evidence

STEP3: Definition of the Attributes in Each Examined Piece of Evidence

STEP 4: Proposal of a Data Model for the Selected Type of Evidence
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As mentioned above, the methodology followed was based on four steps, with
the aim to construct a data model as a proposed semantic interoperability solution, that
would later be presented and assessed by a group of people.
The first step was the “selection of the type of evidence”. The goal of this case
study is to assist semantic interoperability by giving a proposed solution for the process
of changing address. Thus, the piece of evidence selected was related to the one(s) requested by the competent authorities when registering a change of address. However,
due to the abundance of options and sub-categories of procedures for change of address
the selection of evidence occurred from only four Member States (Sweden, Finland,
Greece, and Estonia), after setting some criteria. These countries were chosen based on
four criteria, “language”, “type of process”, “easiness to identify relevant information
about the change of address processes”, and “similarities in the forms and processes of
the examined countries”. The “language” criterion demanded that the form should be
in English, Greek, or Swedish. Next, the “type of process” criterion indicated that the
process should occur through a fillable form available online or an accessible online procedure for change of address. The other criterion, “easiness to identify relevant information”, required that finding information online about the process for change of address in each member state should be unproblematic. And last, the “similarities” criterion demanded that the use of all examined forms and processes by a citizen should be
leading to the same outcomes. For example, all forms should result in an update of a
person’s address data that are stored in a country’s population register.
Next, the second step was to “identify the competent authorities for this type of
evidences”. In other words, to find out which authorities must be addressed in order to
register a change of address in each of the examined countries (Sweden, Finland,
Greece, Estonia).
Furthermore, the third step was to “define the attributes in each examined piece
of evidence” and identify the common ones. But first, a review of all identified public
authorities, forms, processes, and service delivery channels occurs, in order to proceed
with a certain number of evidence for examination. However, the selected forms and
processes had some differences because each of them was used for different sub-categories of processes for change of address (e.g., moving within a country compared to
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moving abroad). Thus, eight separate summary/review tables were constructed in order
to encompass the differences in the selected evidences, to be able to define the attributes in each examined piece of evidence and to identify the common attributes in these
evidences.
These tables categorize the attributes thematically, aiming to find out which attributes were met most frequently in the majority of evidence. The objective was to use
the most common attributes in “Step 4” as a ground to construct the proposed data
model. The first table (Table 1.1) includes all forms and processes selected for examination. The second table, (Table 1.2) includes the attributes related to “personal details of
the submitter” that is requesting the change of address (e.g., name, surname, e-mail,
etc.). Furthermore, the third table (Table 1.3) consists of the attributes found in evidence
required to register the new address when “moving abroad” (e.g., new street address
abroad). The fourth table (Table 1.4) includes attributes related to the “current/old address” (e.g., current street address) of the submitter. Next, the fifth table (Table 1.5)
contains attributes related to the “registration of other persons participating in the
move with the same form”. The sixth table (Table 1.6) groups the attributes related to
“moving within the same country” (e.g., new street address in the same country). Additionally, the seventh table (Table 1.7) includes attributes related to the “consent and
details of the residence owner” if the submitter moves to a residence that he or she
does not own (e.g., residence owner’s first name surname, etc.). And last, the eighth
table (Table 1.8) groups attributes related to “additional details for the submitter and
the other persons participating in the move”, if any (e.g., additional address, personal
identification code of a foreign state, etc.)
Finally, the fourth step was to “present a data model for the selected types of
evidence as a proposed semantic interoperability solution”. As mentioned above, the
proposed data model was constructed based on the common attributes identified in the
summary tables. The goal was to include strictly the attributes that were required in
most examined procedures, in order to find a common interpretation for these certain
attributes (e.g., markup language) to facilitate the cross-border exchange of data. The
proposed data model is a digital form for change of address that requires the minimum
steps possible to register a new address within the same country or abroad. The proposal is that the evidence required should be retrieved automatically through a system
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that links all EU countries’ national registries (e.g., the once-only technical system) so
that the user is exempted from providing already given data again.
The proposed data model was constructed on “Microsoft Forms” in order to provide a simulation of how the proposed digital form should function in real life. The first
part of the form was structured based on the identified common attributes concerning
the submitter’s personal details in “Table 1.2” (forename, surname, national identity
number, telephone number, and e-mail). The concept is that the user should be authenticated after three steps. After filling in his/her national identity number and e-mail in
the first two boxes, his/her full name should appear automatically in the third box
through the system (e.g., the once-only technical system). However, the user should also
fill in a fourth box with a unique code that he/she would receive on his/her mobile phone
after his/her name would appear.
The second part requires that the user should select the countries from and to
which he/she is moving, from two drop-down lists. These two steps were included based
on the “country” attribute found in the common attributes of “Table 1.3, Table 1.4, and
Table 1.6” that were related to the new and current address of the user.
In real circumstances, the third part of the form should automatically present
the current address of the user in the first box. The address formation was based on the
common attributes identified in “Table 1.4” (street address, street number, and letter(s)
if any, postal code). However, if the address presented by the system was false or absent, the user should be able to correct or submit it instantly. The reference used for
this proposed function was from the Finnish online process for change of address (see
in Appendix, Automated Online Process, Image 5.3).
The fourth part of the form requires that the user should insert his/her new address in the boxes (five boxes, including one with a date format). The required data in
this part were chosen based on the common attributes indicated in “Table 1.3” and Table 1.6” (street address, street number, and letter(s) if any, postal code, and moving
date).
Lastly, the fifth part indicates that the user should declare if he/she is moving
alone or together with other people. This part was based on the common attributes
found in “Table 1.7”. The user should be able to choose between “yes” and “no” in the
format of “multiple choice”. If the user would select “no” the form could be submitted,
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but if he/she selected “yes” a drop-down list with numbers should appear for him/her
to declare the number of people moving along with him/her. Then, he/she should proceed to a sub-section in order to fill in the personal details of the persons participating
in the move in four boxes (national identity number, forename, full name, e-mail address). After that, the user should declare if the move would include minors, choosing
between “yes” or “no” in the format of multiple choice. If the user selected “yes”, he/she
should proceed to another sub-section to fill in the personal details of the custodial parent(s) in four boxes (national identity number, forename, full name, e-mail address), so
that he/she would be permitted to submit the form. The concept behind the last step
was that in real-life the system that stores and provides the data should automatically
send a notification to the custodial parent(s) whenever a minor would be included in a
procedure of moving. Furthermore, the custodial parent(s) should accept the notification in order for the form to be submitted to the system.
After following the four steps of the methodological approach analyzed above,
the newly constructed data model (digital form) was presented to a group of people,
followed by a “Usability and user-experience questionnaire”.
3.3.3 Questionnaire
A structured questionnaire has been constructed online through “Microsoft Forms”,
based on Lund’s “Measuring Usability with the USE Questionnaire” (48) with some adjustments for it to better accomplish the research needs.
The questionnaire consists of five parts including 17 Likert-scaled variables with
agree/disagree answers (from 5 “strongly agree” to 1 “strongly disagree”) and one openended question. The first part of the questionnaire consists of 5 Likert-scaled questions
about the “usability” of the form. Next, the second part consists of 5 Likert-scaled questions about the “ease of use” of the form. Furthermore, the third part consists of 3 Likert-scaled questions about the “learnability” of the form. Additionally, the fourth part
of the form includes 4 Likert-scaled questions concerning the “degree of satisfaction”
with the form. And last, the fifth part consists of a single open-ended question for additional comments/questions about the form.
The questionnaire and the form were distributed exclusively online from October 2020 to December 2020. The sample was reached via social media channels
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(Facebook and Viber) and by e-mail, using lists provided by the International Hellenic
University to reach students and alumni. The sample that saw the proposed data model
and answered the questionnaire were 60 people in total.
Afterward, the results were analyzed using descriptive statistics. The results for
each Likert-scaled question were depicted in pie graphs showing the percentage of people that agreed/disagreed with each statement (17 pie graphs). Furthermore, one pie
graph presents the ages of the participants and four histograms present the level of
agreement with four “key” Likert-scaled questions, divided by age group. The selected
Likert-scaled questions for further examination were: “the form is useful”, “I fully understand how to fill out the form quickly”, “the form is user-friendly”, and “overall, I am
satisfied with the form”.
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4. Analysis & Findings
The proposed data model presented in this part of the study is built following four steps
of analysis. The data model is a digital registration form for change of address, that is
also presented and assessed by a group of people.
4.1 Step 1: Selection of the Type of Evidence for Examination
The types of evidence examined in the case study are the ones exchanged between citizens and public authorities when a person wants to register a change of address within
the European Union. A piece of evidence, in this case, might be a fillable form or an
online process that requires personal or other data in each step of the registration process for a change of address.
The forms selected for examination were found online on governmental platforms. The selection was based on four criteria, “language”, “type of process”, “easiness
to identify relevant information about the change of address processes”, and most significantly the “similarities” in the forms and processes of the examined countries. There
are different types of registration processes in each country, but the outcome from the
use of them is nearly similar. For example, the Greek “Solemn Declaration for Alterations
in Registry Data/Tax Registration Certificate (M1)” form is a generic form that is used for
the online submission of alterations in registry data. The outcome though is the same as
the one coming from the “Moving in Sweden” electronic or non-electronic registration
process (see in Appendix, Solemn Certificate Declaration for Alterations in Registry
Data/Tax Registration (M1) PDF Form, Moving within Sweden PDF Form (SKV 7845)).
Both processes in these two countries update the submitter’s residence data in the national data registry.
Concerning the criteria, the forms and processes had to be in English, Greek, or
Swedish. The type of process had to be a fillable form available online or an accessible
online process. The accessibility parameter was set because of the need for online credentials to access e-services. The easiness to identify relevant information criterion was
mainly related to finding information about the change of address process in each member state. To be more specific, this was related to the ease of finding data online, on
official governmental platforms, in order to obtain accurate information on each
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country’s procedures. The fact that the first phase of online searching led to discovering
an abundance of different forms and processes, resulted in a necessity of setting the
criterion of similarity. Similar outcomes, in this case, mean that if a person submits a
piece of evidence, from the selected forms and processes that are examined in this research, to a public authority (fillable forms /online processes), that action will result in
an update of the person’s residence data in the country’s population register. That includes cases where a person moves within the same country, abroad, or when registering a new address from another country while still being registered in another country’s
population register.
A cross-border change of address might be a process with two parts. The one
part could be the deregistration from the current/old address and the other part could
be the registration to the new address (82). However, registration to a country’s population register is usually related to the legal side of a person’s right to reside in a country
(e.g., residence card, etc.) (79), thus out of scope of this research.
As mentioned in previous chapters, the goal is to identify what evidence is required at a national level in order to register a change of address and then compare
common attributes in the evidence exchanged between citizens and public authorities
in the chosen countries for examination. That could result in the facilitation of integrated
cross-border public services as all exchanged evidence could include the same attributes, that could possibly be interpreted with a common markup language. That could
also lead to easier identification of European citizens as all member states would request
evidence with common attributes.
4.2 Step 2: Identification of Competent Authorities for the Selected Type of Evidence
This part of the case study presents the countries’ competent authorities that must be
addressed in order to register a change of address. The competent authority in Sweden
is the Swedish Tax Agency (Skatteverket) that provides both electronic services at
“skatteverket.se” and non-electronic services at service locations (62).
Following, the competent authorities in Greece are the General Secretariat of
Information Systems of Public Administration (GSISPA) and the Ministry of Interior
(37,40). Notification for change of address in Greece can be made either by submitting
a form to a service location (Citizen’s Service Centers - ΚΕΠ) belonging to the Ministry of
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Interior or via the governmental platform provided by the GSISPA (gsis.gr - TaxisNet).
The GSISPA belongs to the Hellenic Ministry of Digital Governance. Recently, the Citizen’s Service Centers started to provide electronic services through the online governmental platform ermis.gov.gr (19). However, an online change of address process via
the platform is currently not available. Last, a notification can also be submitted at a
local tax office (Δ.Ο.Υ.) belonging to the Independent Authority for Public Revenue
(Α.Α.Δ.Ε.).
Furthermore, the competent authorities in Finland are the Digital and Population
Data Services Agency (Maistraatit Magistraterna), which launched on the 1st January
2020 and is a merging of the Population Register Centre, the Local Register Offices, and
the Steering and Development Unit for the Local Register Offices and the Finnish Post
Office (Posti) (15,57).
Lastly, the competent authority in Estonia is the Ministry of Interior that controls
the Population Register. There are both electronic services on the e-population register
(rahvastikuregister.ee) and non-electronic services provided at service locations (local
government units) available in order to update the population register about a change
of address (18).
4.3 Step 3: Definition of Attributes in Each Examined Piece of Evidence
Step 3 starts with presenting all findings from the case studies (Sweden, Finland, Estonia,
and Greece). To be more specific, all identified public authorities, forms, processes, and
service delivery channels are reviewed, in order to construct some review/summary tables based on a certain number of evidence for examination.
This case study focuses on the process of changing the address in European
member states. However, there are many sub-categories. Change of address can include
a move to or from another country, a move within the same country, or a move of a
person that is already living abroad but is still belonging to the national population register of another country. Indubitably, there might be some forms or processes that were
not included in the examined material of this case study, mainly due to time limitations
that made the searching process more difficult.
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All these sub-categories of change of address resulted in discovering various
forms and processes. There are forms available online on official governmental or national websites that can be printed, filled out, and sent via post or e-mail or be submitted
to a local service location. There are also fully digitized processes, where people can fill
in the required data and complete the process in a fully automated or semi-automated
fashion. Lastly, a person that is interested in registering a change of address can also
visit a local service location to register the new address.
4.3.1 Case Studies – Review
The following findings were based on the criteria that were mentioned at the beginning
of this chapter (language, type of process, easiness to identify relevant information on
the processes, and most significantly the similarities in the forms and processes). Although, there might be services related to change of address that were eligible for this
case study but escaped the writer’s attention.
Notification for a change of address in Sweden can be performed either electronically or non-electronically. More specifically, a person that would like to change his or
her address can either send a notification via post or go to a local service location belonging to the Swedish Tax Agency (Skatteverket) or visit the Swedish Tax Agency‘s official website (skatteverket.se). The official governmental website offers both automated
online services and downloadable forms in PDF format that can either be printed and
filled out by hand or directly on a computer (62). When registering a change of address
at “Skatteverket”, other national organizations’ databases are being updated as well
(63).
There are several available forms and processes related to registering a change
of address in the Swedish online platform. The forms that will be examined in this case
study are the ones for changing address within Sweden (see in Appendix, Moving within
Sweden PDF Form (SKV 7845)), moving abroad (see in Appendix, Moving Abroad PDF
Form (SKV 7665)), and changing address when already living abroad (the last form can
also be used to request to preserve the right to vote in Sweden, (see in Appendix, Moving to another address, when already living abroad/remain a voter PDF Form (SKV
7842)). However, another automated process for European and non-European citizens
is also available on the platform. Users can register electronically a permanent move to

-43-

Sweden from another country within or outside the European Union (64). Though, this
process will not be included in the examined material, as there are no similar processes
in the other examined countries. The scope of work, in general, was determined considering the time limitation, and the selection of the forms for examination was mainly
contemplating the fact that there are similar processes in the other chosen countries
that can be compared to each other.
As mentioned earlier, there are also fully digitized processes. For example, a user
can log in to “skatteverket.se” with a BankID from a Swedish bank and have access to all
e-services (65). This authentication method requires that the user downloads an application in order to be able to use his BankID (3). This applies to the eIDs mentioned below.
There are also options to be authenticated with IDs provided by other organizations, e.g.
a user can log in to the platform with Freja eID+ that is an electronic identity. Freja eID
is a mobile application, where the user can save his or her personal data in order to
acquire an identity in digital form (4). Another way to log in is the AB Svenska Pass, which
is an electronic identification (e-legitimation) that is provided on the Tax Agency’s ID
card since 2017 and can be compared to a traditional ID document (66). If the user carries an ID card that was issued earlier than 2017, the Tax Agency’s ID card includes an
eID by Telia (73) that can be used for e-identification as well (66). Finally, another way
to login to skatteverket.se is to use a Foreign eID that was issued by countries that have
joined eIDAS to offer authentication services between countries. The services provided
to users with eIDs issued by other countries than Sweden may be limited due to the lack
of Swedish personal identification numbers (70).
Next, notification for change of address in Finland can be registered online, at a
local service location, or via telephone on the Move Service Line. The Finnish post office
(Posti) offers an online service where citizens can register a change of address via Posti’s
online platform. Users can log in with credentials from “Posti” or with their BankID (85).
This is a process where the Digital and Population Data Services Agency and
many other public and private organizations are being updated automatically through
an online system that operates at a national level. Furthermore, the Digital and Population Data Services Agency has a governmental online platform (dvv.fi), where users can
download various forms or log in with a Bank ID, Mobile ID, or Certificate Card (Varmennekortti) to access online services (16). Also, users can log in to dvv.fi using Foreign
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eIDs that were issued by countries that have joined eIDAS to offer authentication services across borders (69).
However, all the aforementioned types of services (electronic or non-electronic
services) do not support all processes. For example, a change of address from Finland to
abroad or to Finland from abroad cannot be registered by phone. Another example is
that the only downloadable form online, concerning the change of address was the one
for changing address when already living abroad (see in Appendix, Moving to another
address, when already living abroad PDF Form). The change of address notification
forms for moving within Finland, from Finland, or to Finland cannot be printed from the
website. The reason is that these forms have unique identifying numbers that are optically read during the storage process and it is not possible to read the numbers from
copies. However, a person who is interested in those forms can find them at Posti or the
Digital and Population Data Services Agency (57).
A change of address in Greece can be registered at a Citizen’s Service Centre
(ΚΕΠ) (46) or a local tax office (Δ.Ο.Υ.) belonging to the Independent Authority for Public
Revenue (Α.Α.Δ.Ε.) (40). Additionally, a notification for a change of address can be submitted online at a governmental platform (TaxisNet) through a PDF form (41). There is
no fully automated online process at this point.
In the first case, the submitter fills out a solemn declaration with the new address
along with a copy of the tenancy agreement or a bill belonging to his or her residence if
the submitter is moving to a house that he or she owns. However, if the person stays at
the new address as a guest, he or she must submit a solemn declaration on behalf of the
host (see in Appendix, Solemn Declaration for Change of Address PDF Form). These
forms can either be submitted at a Citizen’s Service Centre (ΚΕΠ) or a local tax office
(ΔΟΥ). Alternatively, a change of address can be registered online at the Greek governmental platform called TaxisNet (42). This website belongs to the General Secretariat of
Information Systems of Public Administration. The user can log in with “TaxisNet” credentials or with his or her Bank ID in order to access digitized services (38). However, as
mentioned earlier, the online registration process for a change of address is not fully
automated. A new address can be registered by downloading and completing a “Solemn
Declaration for Alterations in Registry Data/Tax Registration Certificate (M1)” form in a
PDF format (41). This is a generic form compared to the Swedish and the Finnish ones
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mentioned previously. It can be used both as a tax registration certificate and a declaration for alterations in registry data (see in Appendix, Solemn Certificate Declaration for
Alterations in Registry Data/Tax Registration (M1) PDF Form). The process of changing
address is considered as an alteration in registry data. The form can be filled out directly
on a computer and submitted to TaxisNet electronically (42).
Additionally, in Estonia, a change of address can be registered at a service location, by post and electronically via an automated process on the State Portal (51) or via
e-mail (72). A user can log in on the State Portal by being authenticated through his or
her ID card if he or she has an ID Card Reader installed on the device. Other ways to be
authenticated are a MobileID, SmartID (58), or in some cases foreign eID (under eIDAS)
(20). After submitting a notification, the user can follow the progress of the procedure
on the portal. Then, he or she is being notified by the e-population register on his or her
population register profile or by e-mail about the results (72).
Furthermore, a person can register a change of address via e-mail with a digitally
signed notice. In this case, digitally signed means that the signature should be legally
equal to a handwritten signature. The digital signature is provided by software that has
to be installed on a user’s device in order for him to be identified. The submitter has to
fill out the form “Notice of Residence” and then sign it digitally (72). Also, all other adults
mentioned in the form should sign it digitally, both those participating in the move and
the owner(s) of the premises, if any. Lastly, the e-mail should include any other requested piece of evidence as tenancy agreements and consents of owners digitally
signed as well (72) (see in Appendix, Notice of Residence PDF Form).
4.3.2 Review Tables
The following tables were constructed with the purpose of identifying common attributes in the process of changing the address in Sweden, Finland, Greece, and Estonia,
including both semi-automated/automated online processes and downloadable forms.
The fact that change of address includes several different categories, according to the
type of process and the context, led to a necessity of categorizing the identified attributes. To be more specific, these are attributes found in evidence requested by competent authorities whenever a person wants to register a change of address. The categorization was based on the context in which these attributes were identified in all
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electronic processes, non-electronic processes, “moving within a country” processes,
“moving abroad” processes, and “moving to another address when already living
abroad” processes.
Below, you are presented with eight summary tables. Table 1.1 presents all
forms and processes to be examined in the case study. Table 1.2 summarizes the attributes concerning personal details of a submitter that are requested by a national competent authority. Table 1.3 presents identified attributes in evidence required when registering a move abroad. Table 1.4 summarizes attributes in evidence concerning the old
or current address of the person that is moving. Following, Table 1.5 presents a summary
of attributes included in evidence required when the registration process involves also
other persons. Furthermore, Table 1.6 summarizes attributes in evidence required when
registering/sending a notification of changing address within the same country. Table
1.7 presents attributes in required evidence concerning the residence owner from the
new address if there is one. And last, Table 1.8 summarizes attributes, in the evidence,
concerning additional details about the persons participating in the move, including the
submitter.
Table 1.1 presents all forms and processes identified during the research. The
fact that most of the online procedures needed a type of national eID scheme led to a
series of limitations. The lack of online credentials made it impossible to access the majority of e-services provided by member states. Consequently, these are the final pieces
of evidence for examination (see in Appendix, Finland, Sweden, Estonia, Greece).
Table 1.1

GREECE

Moving within Sweden PDF Form (SKV 7845)
Moving Abroad PDF Form (SKV 7665)
Moving to another address, when already living abroad/remain a voter PDF Form (SKV
7842)
Automated Online Process (Moving within Sweden)
Moving to another address, when already living abroad PDF Form
Automated Online Process
Solemn Declaration for Change of Address PDF Form
Solemn Declaration for Alterations in Registry Data/Tax Registration Certificate (M1)
PDF Form (not fully automated online process)

ESTONIA

Notice of Residence PDF Form

SWEDEN
FINLAND
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All review tables below consist of ten columns formed to compare all attributes,
found in the different processes and forms, to each other. The columns are showing the
type of evidence that must be exchanged between citizens and authorities in order to
complete a process. For example, if a person wants to move abroad from Sweden, the
competent authority (Skatteverket) asks him or her to submit a piece of evidence, which
in this case is a form especially for moving from Sweden to another country (see in Appendix, Moving Abroad PDF Form (SKV 7665)). This form consists of a number of attributes, e.g full name, personal identity number, new address, etc. The main purpose here
is to identify and group all attributes in all exchanged evidence and find out which attributes appear the most. After identifying the most common attributes, the next step
is to construct a form that combines the attributes that are met more often. For example, a type of national identification number is required in eight out of nine processes.
This type of data is frequently requested by the competent authorities in order to continue with the registration process for changing address.
Below, Table 1.2 includes attributes related to the submitter’s personal details.
As can be seen, in all cases of registering a change of address, the competent authorities
ask for a national identity number that is identifying each person in the national population register. That number can either be a personal identification number/code or a
tax identity number given by the state. The most common attributes are national identity number, forename and surname, telephone number, and e-mail address.
The data requested in the Swedish, Finnish, and Estonian forms concerning the
submitter are limited compared to the Greek forms. For example, one of the Greek
forms includes details as date and place of birth, gender, mother’s and father’s full
names, occupation, fax number, ID card details, marital status, and the spouse’s personal details as well. The Greek M1 form also requires the date of death if the form is
submitted by beneficiaries. The additional data requested in the M1 form might be due
to the nature of the form, as it is used for alterations in a person’s population register
data in general and similarly as a Tax Registration Certificate, subsequently not only for
registering a change of address.
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Table 1.2
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Table 1.3 consists of attributes included in evidence required when registering a
move abroad. This table refers to moves from a country to another within the European
Union. The most common attributes that are contained in most of the examined forms
and processes are street address, street numbers and letters if any, postal code, city or
region, country, and date of the move.
Less common attributes are the ones related to the place of residence abroad
(the type of residence or if the residence is rented or owned). Other infrequent attributes are linked to the planned time of staying abroad or the permanent or temporary
character of the relocation. However, reasons for moving are required in three out of
nine processes.
The Swedish moving abroad form includes also the option to state if the move is
occurring from Sweden to another Nordic country, while the “changing address when
already living outside Sweden” form and the Finnish online process contains the option
to state in care of whom the mail would arrive at the new address.
The Greek change of address form is slightly vague in comparison to the other
forms and processes as it is unclear if a person can register a move to another country
using this form and there are not many sources of online information concerning that
form.
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Table 1.3
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Table 1.4 summarizes attributes related to the current or old address. The current/old address is required in three out of nine processes; however, the current address appears automatically in automated online processes as soon as the user logs in
to the governmental platform (Image 1.1). Considering that, it is safe to suggest that
the current/old address is related to an extent to the procedure of identifying a person.
Additionally, a reason the current address is not included in the required data in some
of the forms for registering a change of address could be the fact that the current/old
address might already be listed in the population register data. That could result in the
competent authority not to need the information to be submitted again. The previous
suggestion is based on the fact that the examined automated processes present the current/old address automatically, an element that indicates that the data is somehow already listed in the national data registry (67). Images 1.1 and 1.2 show the Swedish and
Finnish automated online processes for change of address. These images demonstrate
the steps in both automated processes showing the current/old address. In the Finnish
process on Posti (Image 1.2) the current address appears automatically and there are
also options to correct the current address if the information is incorrect or fill in the
current address if the information is missing. In addition, in the Swedish process on
skatteverket.se the address details appear automatically as well. The population registration date and the property designation are also presented automatically along with
the address details.
The forms and processes, in Table 1.4, that require the current address as evidence in order to register a change of address have common attributes, as street address, street number and letters -if any-, postal code and city or region. Furthermore, as
can be seen in the table none of all forms and processes in this category require additional data about the current address, as the apartment’s number, district, or municipality. Oppositely, when registering a new address all this data is required in most cases,
especially when registering a move within the same country (Table 1.6).
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Image 1.1

Translation from Swedish to English for Image 1.1
Anmäl flyttning inom Sverige = Register a move within Sweden
Dina nuvarande uppgifter = Your current data
Folkbokföringsdatum = Population registration date
Fastnighetsbeteckning = Property Designation
Vill du anmälla flyttning till ny bostad går du vidare till nästa
steg. = If you want to register a move to a new residence, continue to next step.
Du som flyttar till lägenhet ska ange ditt fyrsiffriga
lägenhetsnummer när du skriver in din nya adress.= If you are
moving to an apartment, insert your 4-digit apartment number
when you write your new address.
Lägenhetsnumret kan finnas på ditt hyreskontrakt eller
köpebrev. Du kan också få det av din hyresvärd eller
bostadsrättsförening. = The apartment number can be found at
the lease or contract of sale. You can also find it from your
landlord or housing company.

Image 1.2
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Table 1.4

Table 1.5 includes a summary of data that might be requested by an authority
when the submitter has the right to register a change of address regarding other people
through one single form. This table refers to attributes in forms and processes that can
be used in order to register a change of address concerning the submitter as well as
other persons that are moving to the same address as him or her or to register a change
of address regarding exclusively another person. As can be noticed in Table 1.5, the only
forms that do not include the option of registering other persons’ move along with the
submitter are the Greek ones. Neither the form that is a solemn declaration for changing
address includes this option nor does the M1 form that is used in the online process on
TaxisNet.
In Greece, a person (submitter) can register a change of address regarding another person’s move with an officially signed authorization (proxy) by the person that is
moving, by the submitter, and by the competent public authority (see in Appendix, Solemn Declaration for Change of Address PDF Form). The signatures of the person that is
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moving and the submitter must be reviewed by the public authority at a service location,
e.g. ΚΕΠ, and signed by the public authority as well. Both persons’ physical presence is
required in order to validate a proxy. If the proxy is not signed by all parties mentioned,
the submitter cannot register any information concerning another person. Although,
there is no option to register multiple people’s move to the same address through one
single form. All persons must submit separate forms. Nevertheless, a person can currently log in to “gov.gr” with a Greek BankID or TaxisNetID (38) and download a digitally
signed authorization that is equally valid as one issued at a service location.
Table 1.5

Table 1.6 summarizes attributes that are included in evidence exchanged in the
registration process for a change of address within the same country. Except for the
Swedish “Moving Abroad” form, all other forms and processes require data as street
address, street number, and letters if any, and postal code. The cells in the “Moving
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abroad from Sweden” column are listed with “No” because a person’s new address
within the same country in which he or she is currently living is different than a new
address in another country. The previous statement is significant as it is essential to
mention that these two categories are clashing as concepts.
On the contrary, the cells on the “Changing address when already living outside
Sweden” column are listed with “Yes” whenever an attribute is identified in the form.
The reason is that a notification for a new address within the same country can be submitted to another country if the person is registered in the country’s population register
despite living abroad, e.g. If a person that is registered in Sweden’s population register
lives in Belgium and changes address within Belgium, it is considered as a move within
the same country in this case.
Table 1.6

Table 1.7 summarizes all data related to the residence owner in case the submitter moves to a residence that is rented, co-owned, or if he or she is staying at the new
address as a guest. This table includes all attributes found both in one single form type
of evidence and in additional pieces of evidence submitted along with the form. To be
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more specific, in this table evidence that must be submitted along with the form for
change of address are also considered (see in Appendix, Notice of Residence PDF Form,
Image 7.2). The last four cells in the last column (SWEDEN online) are empty because
the access to the online process stopped at step 3 (see in Appendix, Automated Online
Process (Moving within Sweden)), hence there is no source to confirm that these attributes are included in the process or not.
Table 1.7

Table 1.8 consists of attributes related to additional details in evidence that
might be requested by a public authority when registering a change of address. These
details might concern the submitter, the persons participating in the move, or both parties. These attributes are met less often than the ones mentioned in the tables above.
As can be seen data as additional address, personal identification code of a foreign state,
place or at least state someone arrived from if he or she is coming from abroad, native
language and the highest level of acquired education are identified solely in the Estonian
downloadable PDF form. It is unknown if the online process includes as many attributes
as the downloadable form because there is no access to the Estonian online process for
change of address, due to the lack of online credentials. Furthermore, the reason the
last column is empty is that, as mentioned earlier, the access to the Swedish online
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process stopped at step 3 (see in Appendix, Automated Online Process (Moving within
Sweden)), so there is no source confirming that the attributes in Table 1.8 are included
in the process or not.
Table 1.8

4.4 Step 4: Proposal of Data Model for the Selected Type of Evidence
In this part of the research, the proposed data model for change of address is constructed based on a combination of the most common attributes that were identified
through the examination of the review tables in Step 3.
The proposed form is designed for electronic use, because of the Union’s contemporary needs in the sector of public service delivery. The main goal is to present a
model that requires as few steps as possible to complete a registration of a change of
address, in order to facilitate the procedure for the end-users. Furthermore, the proposed data model aims to remove the step of searching for the competent authority as
the core idea is to enable all European citizens to use one single online form that is linked
to a system (e.g. SDG and OOP) that receives the required data from the national population registers whenever a person wants to register a new address through the digital
form.
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The proposal is that the digital form will be connected to the EU countries
through a system, as the SDG, that is linked to all member states’ national registries,
that will provide and receive the required data in order to register the new data in the
national registry of each country, thus, to achieve a higher level of interoperability
within Europe. For example, if a person is registered in the Swedish population register
and he or she wants to move from Sweden to Greece, the data provider would be Sweden and the data consumer would be Greece. In this case, Greece would ask for evidence
with specific attributes (with common metadata) that would be common for both countries in order to register the new address of the person that is moving from Sweden. The
data about the move would be registered in both counties involved. However, the legal
side of the person’s relocation is another part that is not involved in this process (right
to reside, residence card, and other similar procedures have to be performed apart from
the notification for the new address). The country to which the person moves is being
notified about his or her move and the data concerning his or her name, contact information, and new address.
Furthermore, the goal is to reduce the need for manual validation, releasing the
users from the burden of searching the required evidence every time they want to repeat the same procedure or another that requires similar data. Also, the concept behind
the proposed digital form is that the users will not be obligated to be authenticated
through a national eID scheme because, as stated in “Chapter 2”, there is still a lack of
interoperability in cross-border public services and despite the existence of the eIDAS
regulation, mutual recognition of the national eID schemes is not yet fully accomplished.
The proposed form is created based on the attributes that were identified as the
ones appearing more often than others in the pieces of evidence for a change of address.
Another proposed feature is for the form to appear automatically in the language of the
country from which the user enters along with an option to switch it to English. This
feature is inspired by the SDGR, which is suggested in the SDG interface should appear
in all official EU languages (Article 2, Paragraph 3, SDGR) (82).
Table 1.2 indicated that the most common attributes concerning the submitter’s
personal details included in the required evidence were: national identity number, forename and surname, telephone number, and e-mail address.
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Therefore, the first part of the proposed digital form/process was constructed
based on the aforementioned attributes. A simulation of the proposed data model was
created in “Microsoft Forms”. The first box in the form requires the user’s national identity number (Image 1.3.1). The fact that a national identity number issued by a national
public authority is unique and identifies a person for life indicates that this number
serves as a way to authenticate a person in a country’s population register, as it is requested both in administrational procedures that require physical presence and in
online procedures. Also, in many cases when a user enters a governmental platform with
an eID, his or her national identity number appears automatically (see in Appendix, Automated Online Process & Automated Online Process (Moving within Sweden)). Though,
national identity/identification numbers might have other meanings in different countries. For example, in Greece, the most common identification number is the tax identity
number, as it is required in order to request most public services (30). Another example
is Estonia, where the most common identification code required by a public authority is
an 11-digit number, which does not change for the individual’s entire lifetime. The number is created taking into consideration the sex and date of birth of the person. This ID
code allows the specific identification of a person in Estonia. Also, every individual working and/or living in Estonia can acquire a personal identification code (71). Last, in Sweden and in Finland, a national identity number is a personal identity/identification number that is issued from the first day of a person’s life (17,54). As a result, the form should
alter the requirements depending on the country from which the user fills in the form.
For example, if a person from Greece is about to fill in the form, the first box’s explanation in the parenthesis should write “tax identity number” (Image 1.3.1) and if a person
from Sweden is about to fill in the form, the first box’s explanation in the parenthesis
should write “personal identity number” (Image 1.3).
However, in this case, the national identity number is not adequate to authenticate a user. Thus, the proposal is that he or she should insert his or her e-mail address
in the second box of the form as additional information in order to be authenticated.
After inserting the national identity number and the e-mail, the user’s forename and
surname should automatically appear in the third box (Image 1.3.1). The proposal for
the name to appear automatically after the two first steps of the process was based on
the Swedish (see in Appendix, Automated Online Process (Moving within Sweden)) and
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the Finish online forms (see in Appendix, Automated Online Process). In the last cases,
the user is authenticated via a BankID or other types of eIDs, and his or her personal
data, (full name, personal identity number -national identity number-, current address,
etc.) appear automatically. This proposed feature serves a dual purpose. The first is the
limitation of required steps to complete the process and the second is to avoid errors,
e.g., in case a user erroneously inserts a wrong digit when providing his or her national
identity number, the box that should automatically present his or her name would point
out the error in order for the user to correct the given information and proceed with the
rest of the process. An additional reason for the proposal is to enhance user-centricity.
In other words, the goal is to recommend a process that is more user-friendly.
In the fourth box of the form, the user has to insert a unique code that he or she
would automatically receive, by the system operating behind the form, on his or her
mobile phone. (Image 1.3.1).
The unique code uses as an additional safeguard since the submitter of the form
does not use an eID provided by a private or public organization in order to be authenticated. This type of electronic identities usually helps avoid any wrongdoing or fraud.
So, in this case, instead of the eID solutions mentioned above, the user’s electronic identity would consist of his or her national identity number, e-mail, full name, and unique
code, taking as a given that data as national identity number, e-mail, full name, and telephone number is already registered in a national database containing population data
and will be exchanged through the system that links the countries to each other. In other
words, the user would not log in to an organization’s eID application in order to be authenticated. The identification of the user would take place after the combination of the
four aforementioned types of data (national identity number, e-mail, full name, unique
code). The proposal for the unique code was based on the e-services in Greece that can
be accessed electronically through being authenticated with a BankID (38). In the previous case, except for the authentication process through the BankID, the user also receives a unique code on his or her mobile phone to insert in order to be able to proceed
further with the e-service (2,31).
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Image 1.3

Image 1.3.1

The second part of the proposed digital form/process requires that the user inserts the country from and to which he or she is moving (Image 1.4).
This part is based on the attributes identified in Tables 1.3, 1.4, and 1.6 about
the current/old address and the new address.
In this step, the user should select the country from which he or she is moving,
from a drop-down list containing all 27 member states of the European Union in
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alphabetical order, and then select the country to which he or she is moving, from a
similar list including an additional option -along with the 27 member states- called
“Same Country”. This option is placed on the top of the list to facilitate the process for
the user if he or she is moving to a new address within the same country.
Image 1.4

The third part of the form would not require the user to fill in his or her current
address (Image 1.5). The user’s current/old address should appear automatically in the
first box of this part. The suggestion is that since the user has already been authenticated
in the first part of the process, the data concerning his or her address should be provided
by the country in which he or she is registered. The reasoning is that the user’s data is
already registered in a national database and are provided through the abovementioned
system that is linking all member states to each other.
The only case the user would have to fill in information about the current address
should be if the data was mistaken or missing. This step was borrowed by the Swedish
and Finnish online processes for change of address. As can be seen in Images 1.1 and 1.2
the current address appears automatically after the user logs in to the platform using
his or her eID. Also, there are options for the correction of false or missing data.
Furthermore, the required data in this part were selected based on the attributes that
were identified as the most common ones in Table 1.4.
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Image 1.5

In the fourth part of the online form (Image 1.6) the user should fill in the new
address to which he or she is moving. The required data are street address, street
number and letter(s) -if any-, postal code, city, and moving date. These attributes were
selected based on findings from Tables 1.3 and 1.6.
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According to the findings from the tables mentioned above, the examined
evidence included the attributes previously mentioned. Data concerning street address,
street number and letter(s) -if any-, postal code and city/region was required in all
examined forms and processes concerning both moves within the same country and
abroad, however the date of move attribute was identified in fewer cases than the other
attributes.
Image 1.6

In the last part of the form, the user would be able to register all persons moving
together with him or her (Image 1.7). For example, if a family was moving to a new address, one family member could register the move of all family members through the
same form (see in Appendix, Finland, Sweden, Estonia). Although, a requirement would
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be that all persons participating in the move should be moving to the same address. This
would apply both in cases of a move abroad and within the same country.
Moreover, this part was included in the form since Table 1.5 showed that a high
percentage of the examined evidences included an option to register a move concerning
other persons besides the submitter. Additionally, in this part, the user would be provided with two options, “yes” and “no”. If the person would be moving alone, he or she
should select the “no” option and submit the form to the system. But, if the person
would be moving together with other persons (including children) to the same address,
he or she should select the “yes” option and continue further with the process (Image
1.8).
Image 1.7

In this section (Image 1.8) the user should select from a drop-down list the number of persons moving together with him or her and continue to the next section of this
part to fill in the required data about the other persons (Image 1.9). This is a step, where
the user declares how many individuals participate in the move, to minimize the risk for
mistakes in the submitted data concerning the people that are moving. For example, if
the user declares that he or she is moving together with three other persons, and inserts
data for two people instead of three, then the operating system behind the form should
inform him or her about the mistake.
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Image 1.8

In this part (Image 1.9) the user should fill in the national identity number, forename, surname, and e-mail of all persons moving to the new address. The combination
of data was selected based on two factors. The first factor was that these attributes
were identified in most examined forms and processes through Table 1.5 and the second
factor was that this data is the most common for identification of a person (Table 1.2).
Another proposal for this part of the digital form is that the people that are registered, as people that are moving together with the submitter, should receive a notification (e.g. in their e-mail) before their data would be updated in the national registry
or registries if the move occurs across borders.
According to the answer provided in the previous part, the number of boxes that
appear in this part, to be completed, is adjusted. For example, if the user chooses two
in the previous part, there will be two sets of four boxes requiring national identity number, forename, surname, and e-mail address for both persons.
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Image 1.9

In the previous part (Image 1.9), the submitter should fill in the personal details
of all persons participating in the move, including children. The “including children” option led subsequently to the following part presented in Image 1.10. If the move involves
children, it must be stated clearly in order for the user to fill in additional data, before
submitting the form.
Image 1.10
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Based on the Swedish, Finnish, and Estonian forms (see in Appendix, Sweden,
Finland, Estonia), the proposal here is that both parents must submit their data and be
notified in order for the children to be registered at the new address (Image 1.11). The
part concerning the consent of both custodial parties was inspired by the aforementioned forms. However, the part of the parent’s acceptance of the electronic notification
was added for practical reasons, as the legal basis about children that are moving is significant and relevant in this case (78).
Image 1.11

Consequently, the proposed data model (digital form) could assist (semantic) interoperability, as it proposes a common data model, a piece of evidence, that can be
requested and used by all EU countries. This model comes together with specific attributes and a common interpretation of the exchanged data (common metadata), e.g., a
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common markup language, facilitating the exchange of evidence between the member
states.
Another advantage of the proposed digital form is that it could contribute to the
reduction of the need for manual validation, as the users are being exempted from
providing the public authority with various pieces of evidence in order to confirm their
identity and current (address) data. The personal details of the user are being validated
automatically as the data are directly being exchanged between the public administrations at a national level or between the public administrations of different countries.
This could be particularly helpful in cross-border public service delivery as the procedure
does not require the physical presence of the individual that is requesting the service.
Furthermore, the users would be further enabled to access cross-border public services,
because choosing to register a change of address through the proposed form, would
exempt them from searching for the competent public authority to request the service.
Finally, the proposed data model could assist cross-border public service provision as the procedure does not require eIDs provided by public or private organizations
as authenticators. Thus, the fact that mutual recognition of national eID schemes between member states is currently not fully accomplished does not affect the proposed
procedure.
4.5 Usability and User-Experience Questionnaire - Collected Data & Analysis
Furthermore, the proposed data model was presented to a non-random sample of people reached through social media and by e-mail, together with a “Usability and userexperience questionnaire” (see in Appendix, Usability & User-Experience Questionnaire), and screenshots of the evidence that were selected for examination (Swedish
“moving abroad” form, Finnish online “Posti” process, Estonian form, etc.) (see in Appendix, Finland, Sweden, Estonia, Greece). The form and questionnaire were answered
by 60 people in total. Additionally, the instructions given to the participants were to
quickly view the evidence included in the case study, that were sent to them, in order
to have a reference point before completing the online form.
The questionnaire consists of 17 Likert-scaled questions aimed to find out if the
form is considered to be useful and user-friendly. The following pages present the level
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of agreement of the participants with the statements concerning the usability, ease-ofuse, learnability, and degree of satisfaction with the form.
4.5.1 Usability Part
The percentage of people that agreed that the form gives them more control over the
registration process for a change of address was 82%, while the percentage of people
that answered that they were neutral towards this statement was 15%. However, people that completely disagreed were only 3% (Image 2.1). Next, 73% of the participants
declared that the proposed data model makes easier the registration process for change
of address, while 12% neither agreed nor disagreed. Additionally, 5% disagreed that the
form makes the process easier at all (Image 2.2).
Images 2.1 & 2.2

Furthermore, the participants were asked if they agreed that the form is timesaving. 80% of them agreed that the form saves them time, 8% disagreed, and 12% was
neutral (Image 2.3). They were also asked if the registration process through the form
was as they expected it to be, and 70% of them answered that it was, while a relatively
big percentage answered that they were neutral towards this statement, 22%, and 8%
disagreed (Image 2.4).
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Images 2.3 & 2.4

The last question concerning the usability of the data model was about the
usefulness of the form. The majority of the participants, 77%, answered that they agreed
that the form is useful, while 6% disagreed, and 17% neither agreed nor disagreed
(Image 2.5).
Image 2.5

All the indicators concerning the usability of the form were generally high (over
70%). The lowest percentage (70%) was reached in the fourth statement (“the registration process through the form was as I expected it to be”), while the percentage of people that neither agreed nor disagreed with the statement was relatively high (22%) as
well (Image 2.4). That could mean that the end-users expected that a digital form for
change of address would work differently or include other steps than the proposed ones.
However, the fact that the level of agreement was high for all statements could indicate
that the people that saw and tried the form were satisfied with the overall usability of
the form.
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4.5.2 Ease-of-Use Part
In this part of the questionnaire, the participants were asked if the form is easy to fill in.
The majority of participants, 87%, agreed that the form can easily be filled in, while 5%
of them disagreed, and 8% were neutral (Image 2.6). Furthermore, they were asked if
they agreed that the form is user-friendly. 80% of the participants agreed, 15% answered
that they were neutral towards this statement, and 5% disagreed (Image 2.7).
Images 2.6 & 2.7

Additionally, 75% of the people asked, agreed that the form requires the fewest
steps possible to register a change of address, while 10% disagreed with the statement,
and 15% neither agreed nor disagreed. The participants were also asked if they agreed
that they can use the form without further instructions, with 78% of them answering
that they agreed, 5% that they disagreed, and 17% that they were neutral (Images 2.8
and 2.9).
Images 2.8 & 2.9
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Last, in the same part, the participants were asked if they agreed that there were
not any inconsistencies in the form. 74% of them answered that they agreed with the
statement, while 22% of them answered that they were neutral, and the last 4%
answered that they found inconsistencies in the form (Image 2.10).
Image 2.10

In this part, the level of agreement with the statements concerning the ease of
use of the form was generally high (over 74%). Nevertheless, for four out of five
statements the percentage of people that neither agreed nor disagreed marked over
15%. That could indicate that the overall ease of use of the form was considered
adequate. Moreover, the level of disagreement with the statement “the form requires
the fewest steps possible to register a change of address” was the highest (10%)
compared to all 17 statements. That could suggest that some of the participants
believed that the form included too many steps in order to be completed.
4.5.3 Learnability Part
Next, in the learnability part, 81% of the participants agreed that they fully understand
how to fill out the form quickly, while 12% were neutral towards the statement, and 7%
disagreed (Image 2.11). Furthermore, they were asked if they agreed that they would
easily remember how to use the form again, and only 57% agreed, while a significantly
big percentage, 38%, stated that they neither agree nor disagree and last, 5% disagreed
(Image 2.12).
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Images 2.11 & 2.12

The last question of the learnability part was if the participants agreed that
learning how to fill out the form is easy. 85% agreed that it is easy, 13% were neutral
towards the statement, and 2% completely disagreed (Image 2.13).
Image 2.13

The learnability part indicated relatively big differences in the level of agreement
with each of the three statements. The percentage of people that agreed that they
would easily remember how to fill in the form again was comparatively low as it reached
only 57% (Image 2.12). That could mean that the form was perceived as complicated or
difficult to be memorized. Additionally, a great part of the participants answered that
they were neutral towards the same statement (Image 2.12). That could imply that they
were not sure about remembering how they should fill in the form the next time.
However, the level of disagreement with the last statement of the learnability part (“it
is easy to learn how to fill out the form”) was the lowest compared to all 17 statements

-75-

(2%), while the level of agreement reached 85%. That could mean that the participants
thought that the form has a simple and user-friendly layout that indicates clearly which
is the next step to follow.
4.5.4 Degree of Satisfaction Part
In this part of the questionnaire, the participants were asked if they were overall
satisfied with the form, with 86% of them agreeing that they were satisfied, 8% stating
that they were neutral, and 6% disagreeing (Image 2.14). Additionally, they were asked
if they would recommend the form to a friend. 88% of them stated that they would
recommend it to a friend, 7% were neutral towards the statement, and 5% disagreed
(Image 2.15).
Images 2.14 & 2.15

Furthermore, the participants were asked if they agreed that the form works the
way they want it to work, and 81% of them agreed with the statement, 15% neither
agreed nor disagreed, while 4% disagreed (Image 2.16). And lastly, 85% agreed that they
feel that the form is essential whenever they want to register a change of address, while
11% were neutral towards the statement, and 4% disagreed (Image 2.17).
Images 2.16 & 2.17
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Generally, in this part of the questionnaire, the level of agreement with the
statements, concerning the degree of satisfaction with the form, was the highest (over
81%) compared to the other three parts. Furthermore, the statement “I would
recommend the form to a friend” reached the highest level of agreement among all 17
statements (88%). That could mean that even though a number of participants thought
that some parts of the form could be different, they still believed that the overall
performance of the form was satisfactory. That might be true, taking into consideration
that 86% of them answered that they were overall satisfied with the form.
4.5.5 Age
Additionally, the pie graph in Image 3.1 shows that the majority of people that answered
the questionnaire were between the age 25-34 (48%). Next, the people from the age
groups 35-44 and 55-64 were each 17% of the participants. Furthermore, the
participants aged between 18-24 were 13%, while the lowest percentage belonged to
the age group 45-54 (5%). Last, no one over the age of 65 answered the questionnaire.
Image 3.1

Furthermore, four histograms present the level of agreement with four
indicative statements from each thematic part of the questionnaire, divided by age
groups. This part aims to gain further insight into what each age group believed about
the form.
In the first histogram, no one below the age of 25 or over the age of 34 agreed
that the form is not useful. While all age groups had a percentage of people that were
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neutral towards the statement. The majority of participants stating that they strongly
agreed that the form is useful were from the age group of 25-34. This might be because
the participants between 25-34 were the majority. However, no one from the age group
45-54 agreed strongly with the statement (Image 3.2).
Image 3.2

Next, the second histogram indicates that there are not any participants over the
age of 34 that disagreed that they can fully understand how to fill out the form quickly.
Additionally, all participants from the age group 45-54 agreed with the statement, while
a high percentage from the 55-64 age group agreed as well (Image 3.3).
Image 3.3

The third histogram shows that no one from the age groups 18-24, 45-54, or 5564 disagreed that the form is user friendly. However, only participants from the age
groups 18-24, 25-34, and 55-64 stated that they neither agree nor disagree with the
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statement. Additionally, there were participants from all age groups who strongly
agreed that the form is user-friendly, with the highest percentages belonging to the age
groups of 25-34 and 35-44 (Image 3.4).
Image 3.4

And last, the fourth histogram shows that only participants belonging to the age
group 25-34 were not overall satisfied with the form. Additionally, all participants
between 45-54 agreed with the statement. Last, the percentage of people that neither
agreed nor disagreed was low for all age groups (Image 3.5).
Image 3.5

However, the fact that the histograms are not followed by further statistical
analysis as hypothesis testing to find out if there is a relation between age group and
the level of agreement with the statements, allows only to describe each age group’s
level of agreement with the four selected statements (Images 3.2, 3.3, 3.4, 3.5).
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4.5.6 Comments & Questions Part
In the fifth part of the questionnaire, 28% of the comments left in the open-ended
question box were neutral with nothing further to add, 65% of the comments were
positive, while 1.7% of the comments were negative. Furthermore, 3.4% of the
comments were recommendations on the form, and 1.7% were questions about the
form.
Some interesting positive comments for the form was that “The form is very
user-friendly since the user can fill all the information required in a quick and easy way.
I didn't come up with any proposal for its further improvement, since it successfully met
my needs and expectations”, “The form is quite easy to use. The steps are clear and
understandable. The time needed to complete is very short. I totally recommend it.”, “I
strongly believe that this form is really useful for someone who wants to change his/her
address inside or outside a Member State of the European Union and it saves time.”,
“Simple and helpful”, and “Completely user-friendly, good layout”. However, the
negative comment that was retrieved from the answers was that the form is “unclear at
times”, while the recommendations on the form were that “It would be great if both
public and private databases would be updated” and that “If I had the opportunity, I
would like to change not only my address with this form but also all the contact info
from one country to another”. And last, the only question posed was “Why and for what
the form is used”.
The positive comments suggest that the form is easy to use, user-friendly, and
simple. The only negative comment was that the form is not clear about its
requirements, while the question also shows that the form was unclear. Last, the
recommendations implied that the form could be improved or used for supplementary
purposes by adding functions.
All in all, the collected data indicated that the proposed data model is perceived
as effective, user-friendly, and useful by the vast majority of the participants. However,
there is no clear indication that the level of acceptance towards the proposed data
model is related to the age of the user. This could be examined in the future with further
statistical analysis. Also, the user experience and usability of the form can be further
investigated through focus groups in order to detect which functions of the digital form
could become more efficient.
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5. Conclusions
In conclusion, Europe seems to be heading towards the digitization of the European Union. The Digital Single Market (DSM) strategy significantly focuses on improving eGovernment and cross-border public services. In most cases, cross-border public services
require electronic transactions with public administrations. For example, when a citizen
requests a public service from another country than the one in which he or she is located, usually the only channel to request the service is the digital one. Consequently,
the absence of available online cross-border public service delivery hinders citizens and
businesses from easy access to public services across borders. Interoperability between
EU countries, at all levels, is a prerequisite for effective cross-border public services and
eGovernment in general. Hence the Union is leading all the efforts towards this direction. One of the most remarkable European initiatives for improved interoperability between EU members was the adoption of the European Interoperability Frameworks
(EIF). These frameworks aim to guide the member states to implement interoperable
ICT solutions based on guidelines that are common for all countries in order to enhance
interoperability between them. The most recent EIF suggests that the countries should
focus on four layers of interoperability, organizational, technical, semantic, and legal.
Except for the EIF, cross-border interoperability is assisted by the European Interoperability Strategy (EIS), the European Interoperability Reference Architecture (EIRA), the European Interoperability Cartography (EIC), and other similar initiatives. Moreover, all
these initiatives are supported by the ISA² Programme (Interoperability Solutions for
Public Administrations, Businesses, and Citizens) that works as an enabler for the development of digital solutions for the Union.
Another European initiative towards the digitization of the DSM was the adoption of the Single Digital Gateway Regulation (SDGR) in 2018. The SDGR stipulates that a
list of 21 essential administrative procedures will be available entirely online in all European members by 2023. Additionally, another part of the SDG is the Once-Only Principle
(OOP), which provides the option of reusing and sharing data and documents supplied
previously by European citizens and businesses to a country’s public authority. Moreover, a number of real-life pilots have been launched in the context of the Once-Only
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Principle Project (TOOP) and the Digital Europe for All (DE4A) project during the last
years, aiming to reinforce and examine the real-life application of the OOP Technical
System under the SDGR while assessing the effect of innovative technologies and their
advantages in relation to the OOP.
Furthermore, Electronic Identification (eID) and Trust Services are significant
drivers for cross-border public service delivery. The eIDAS (electronic identification, authentication, and trust services) regulation was adopted a few years ago to provide a
common legal framework for European members to mutually recognize national eID solutions, so citizens and businesses would be able to be seamlessly identified in other
countries when requesting a cross-border public service.
The objectives of the case study were formed considering the gaps and problems
in cross-border public services, cross-border mobility mainly for citizens, and interoperability between countries at all levels. The first objective was to find out how eGovernment is evolving in the EU, and what is its current state, its weaknesses, and its achievements. The literature review indicated that the Union has undertaken various initiatives
concerning eGovernment both at the national level and across borders. For example,
the “EU eGovernment Action Plan 2016-2020” is a political instrument that supports the
digitization of European public services, aiming to reduce and avoid new digital barriers
involved in the process of digitizing the European Single Market. The Action Plan establishes various principles on which the member states’ future eGovernment initiatives
should be based. Furthermore, the eGovernment performance in each member state is
monitored every year in the eGovernment Benchmark reports. The eGovernment
Benchmark reports for 2018, 2019, and 2020, compared to each other, indicated that
eGovernment experienced an upturn. All top-level benchmarks (user-centricity, transparency, cross-border mobility, use of key enablers) have been significantly increased in
two years, while the gap between more technologically developed countries and the
countries that were left behind was drastically improved as well. However, despite the
improvement, cross-border mobility has been the lowest indicator of the four. Crossborder mobility is higher than before but still remains low. Moreover, all reports showed
that citizen cross-border mobility is lower than business cross-border mobility. That signifies that moving from one European country to another is harder for citizens than for
businesses.
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The second objective of the research was to discover how common data models
or common metadata for evidence exchange between public administrations, in the
context of electronic cross-border public services, could assist interoperability between
EU member states. This goal was mainly met through the construction of the proposed
data model and the findings in Chapter 4 and secondarily from the literature review in
Chapter 2. The assessment of the findings in Chapters 2 and 4 indicated that common
data models or common metadata in evidence are essential for interoperable systems,
as the evidence exchanged between the member states carry only the necessary data.
Additionally, the evidence arrives together with common metadata so that the country
receiving the evidence can automatically interpret the carried data. Therefore, incompatible ICT systems that interpret data differently often hinder interoperability. Also,
different countries involve different attributes in evidence required to complete an administrative process.
Consequently, a data model including only the common attributes identified in
the evidence used in each country could serve as an effective semantic solution that
would assist interoperability. For example, the data consumer country would ask the
data provider country for specific data about the submitter of the request for the service. Furthermore, this data would be exchanged and interpreted automatically for both
parties involved in the process, enabling, in this way, interoperability between them.
The third objective was to find out how automated evidence exchange between
the EU member states could reduce manual validation for European citizens and facilitate their access to cross-border public services. This goal was met in Chapter 4, through
the findings and proposed data model, that indicated that automated exchange of evidence significantly reduces the need for manual validation as the users are being exempted from providing the public authority with various pieces of evidence to confirm
their identity and current data. The data concerning the user is validated automatically
as it is directly exchanged between public authorities.
The fourth objective of the research was to construct the data model, which was
previously mentioned, as a proposed semantic interoperability solution. The proposed
data model is a digital form concerning the registration process for a change of address.
The creation of this electronic form aims to present a proposal for improvement of
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semantic interoperability between public administrations and to facilitate citizens to
register online a change of address with the fewest steps possible to complete the process.
The data model was constructed and presented to a group of people in order to
validate its usability to an extent. The people that tried out the proposed digital form
answered a questionnaire concerning their experience with the form and its usability.
The overall results were encouraging as the majority of participants stated that they
were overall satisfied with the form and that they would use it and recommend it to a
friend. The percentage of people that were not satisfied with the form was extremely
low. Nevertheless, the reasons for some peoples’ dissatisfaction with the form could be
investigated in the future, through focus groups, in order to detect potential errors and
improve the functions of the form.
The barriers encountered in the research process were mainly related to timelimitations and difficulty in accessing useful information about the case studies. The limitations in finding online available information about administrational procedures occurred because most online services required national eID schemes in order to access
them. Thus, identifying procedures from every EU member would be extremely time
consuming. Another issue was that many forms for change of address that were found
during the research process were, in most cases, only available in the language of the
country from which the form was retrieved. An additional problem was that many of the
evidences retrieved from each of the examined countries were significantly different
with each other. This issue was identified both in compared evidence from the same
country and from other countries.
A suggestion for future work related to this case study could be to improve the
proposed data model by examining the attributes in evidence from all member states.
Likewise, further functions could be added, so that the proposed data model could serve
additional purposes besides the registration of a new address. And last, the form could
be adjusted in order to be used in other countries than the 27 member states of the EU,
e.g. Europe’s 27+ countries.
All in all, despite the European initiatives, cross-border public services are yet
very limited, as there is still a lack of interoperability between countries at many levels.
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However, the pan-European coordinated actions aim to solve persisting interoperability
issues that undermine the public service delivery across borders.
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Appendix
eGovernment Benchmark 2018
Image 4.1

Source: eGovernment Benchmark 2018 (5)

eGovernment Benchmark 2019
Image 4.2

Source: eGovernment Benchmark 2019 (6)
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eGovernment Benchmark 2020
Image 4.3

Source: eGovernment Benchmark 2020 (7)

-2-

Finland
i.

Automated Online Process

Images 5.1, 5.2, 5.3, 5.4, 5.5, 5.6, 5.7, 5.8, 5.9 present the Finnish online process for
change of address. (Source: https://www.posti.fi/changeaddress/) (57)

Image 5.1

Image 5.2
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Image 5.3

Image 5.4
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Image 5.5

Image 5.6

Image 5.7
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Image 5.8

Image 5.9
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ii.

Moving to another address, when already living abroad PDF Form
Image 5.10
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Image 5.11

Source: https://dvv.fi/en/digital-and-population-data-services-agency (15)
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Sweden
i.

Moving within Sweden PDF Form (SKV 7845)
Image 6.1
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Image 6.2
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ii.

Moving Abroad PDF Form (SKV 7665)
Image 6.3

-11-

Image 6.4
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iii.

Moving to another address, when already living abroad/remain a voter PDF
Form (SKV 7842)
Image 6.5
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Image 6.6
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iv.

Automated Online Process (Moving within Sweden)

Images 6.7, 6.8, 6.9, 6.10 show the first three steps of the Swedish online process for
change of address.
Images 6.7 & 6.8

Images 6.9 & 6.10

Source: https://www.skatteverket.se/servicelankar/otherlanguages/inenglish.4.12815e4f14a62bc048f4edc.html (62)
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Estonia
i.

Notice of Residence PDF Form
Image 7.1
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Image 7.2

Source: https://www.eesti.ee/en/housing-and-environment/services-related-to-housing/registeringresidence/#additionaladdressesinthepopulationregister3 (18)
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Greece
i.

Solemn Declaration for Change of Address PDF Form

Image 8.1

Image 8.2
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Source: https://www.apdattikis.gov.gr/wp-content/uploads/2014/08/4-ypefthini-dilosi-allagiskatoikias.pdf

-19-

ii.

Solemn Certificate Declaration for Alterations in Registry Data/Tax Registration (M1) PDF Form
Image 8.3
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Image 8.4

Source: https://www.aade.gr/polites/mitroo/allagi-stoiheion-mitrooy
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Usability & User-Experience Questionnaire
Section 1
1.Below you are presented with a list of statements about the usability of the form for
registering a "Change of Address".
Please, indicate to what extend you agree or disagree by checking the appropriate option next to each statement. (Strongly Disagree, Disagree, Neutral, Agree, Strongly
Αgree)
i.

The form is useful.

ii.

The form gives me more control over the registration process for a change of ad-

dress.
iii.

The form makes the registration process for change of address easier.

iv.

The form saves me time.

v.

The registration process through the form is as I expected it to be.

2.Below you are presented with a list of statements about the ease of use of the form
for registering a "Change of Address".
Please, indicate to what extend you agree or disagree by checking the appropriate option next to each statement. (Strongly Disagree, Disagree, Neutral, Agree, Strongly
Αgree)

i.

The form is easy to fill in.

ii.

The form is user-friendly.

iii.

The form requires the fewest steps possible to register a change of address.

iv.

I can use the form without further written instructions.

v.

I do not notice any inconsistencies as I fill in the form.

3.Below you are presented with a list of statements about the learnability of the form
for registering a "Change of Address".
-22-

Please, indicate to what extend you agree or disagree by checking the appropriate option next to each statement. (Strongly Disagree, Disagree, Neutral, Agree, Strongly
Αgree)
i.

I fully understand how to fill out the form quickly.

ii.

I easily remember how to use the form again.

iii.

It is easy to learn how to fill out the form.

4.Below you are presented with a list of statements about the degree of satisfaction
with the form for registering a "Change of Address".
Please, indicate to what extend you agree or disagree by checking the appropriate option next to each statement. (Strongly Disagree, Disagree, Neutral, Agree, Strongly
Αgree)
i.

Overall, I am satisfied with the form.

ii.

I would recommend the form to a friend.

iii.

The form works the way I want it to work.

iv.

I feel the form is essential whenever I want to register a change of address.

5.Please, leave some additional comments and/or questions about the "Change of Address" form.
i.

Enter your answer

Section 2

Demographics
6.Age
i.

18-24

ii.

25-34

iii.

35-44

iv.

45-54

v.

55-64

vi.

65+
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7.What is your profession?
i.

Studying

ii.

Working

iii.

Unemployed

iv.

Other
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